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I ntroduction

Subversion is a version control software system, develtpéé a replacement f@VS. It retains most of the syntax and the desirable features
of CVS, while improving on its limitations.

Here we will discuss the setup of a working Subversion itetiah, allowing the user to access his files fregghand HTTP. This implies the
use of thesvnserve server. We will also demonstrate how to manage a working cbgystem configuration files in an SVN repository.

| nstallation

Preparation

Before you begin, you have to decide between two differeta dores, Berkeley Db and FSFS (ordinary flat files). Chibekvery well written
bookVersion Control with Subversion (see references at the end of the article) under chapRe@sitory Administratiofor the advantages
and disadvantages of both datastores. To use Berkeley B3k flagberkdb is enabled by default by Gentoo. You may opt to choose to
disable it (berkdb) and use the FSFS offered by Subversion.

According to the "Version Control with Subversion" book,FSshas many more advantages as opposed to the Berkeley DB. |Spme
advantages of FSFS over Berkeley database include:

e Can be used from a read only mount and doesn't depend on ugttisls
o It's platform independent

o Repository size is slightly smaller

« It can be used on network filesystems

¢ Quite insensitive to interruptions

You can also choose with the "--fs-type" option to svnadnimmand, but most might be more satisfied with "-berkdb" dhce, using FSFS.

Warning: If you have other applications (such as MySQL) already céedpagainst the defaulterkdb then disabling it will not only cause them to
recompile at the ne># emerge ... --newuse ..., itwill also (after the next time they are emerged) preveent from accessing any berkely
databases that have already been populated.

Make sure to migrate any existing berkely databases to gpade in areadable format before puttingberkdb into your make.conf USE variable.
Alternatively you can disable berkely db for subversionydny placing the following into/etc/portage/package.use

File: /etc/portage/package.use

dev-util/subversion -berkdb

To enable access over apache and Webdav, eapbttne? and disablexowebdav.
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NOTE: Enableurandom for dev-libs/apr to avoid problems with svnserve (b&@://svn.haxx.se/dev/archive-2006-12/0066.shtml

NOTE: Enabless for net-misc/neon to have SSL support enabled in Subversion
NOTE: You need java Virtual Machine Generation, check[diit

Check USE-flags herg2]

Install

Now you can executeemerge -av subversion t0 install Subversion. You must also ha®@enSSHnstalled and configured if you wish to use
the commandline version of Subversion across differentinas using the stand-aloisvnserve daemon securely.

If you intend to run a Subversion server, a repository needt® tcreated. You can use the following command to create\iaivsvn:
# emerge --config dev-util/subversion

This will also add the usesvn and the groupvnusersto your system.

Alternatively you can use svnadmin to do this ($ svnadmin help create for details.

Tip: Make sure you havernserveenabled.
Fix the repository permissions:

If you used svnadmin to create your repository run

# groupadd svnusers

# chown -R root:svnusers /path-to/repos

If you used emerge --config then run

# chown -R svn:svnusers /var/svn/repos

In either case you should then run

# chmod -R g-w /var/svn/repos

# chmod -R g+rw /var/svn/repos/db

# chmod -R g+rw /var/svn/repos/locks

Now you can give regular local users administrative acaetist repositories by adding them to the greupusersusing# gpasswd -a userid
svnusers, then have them login again or ug newgrp for the changes to take effect.

Warning: You should only do this for admins as they will be able to rezldefault password file and change the svnserve.conffileess control
for day to day operation is handled by the server.

# emerge --config dev-util/subversion

# mkdir /path-to/reposparent # 1In -s /path-to/reposparent /var/svn

# usermod -d /path-

If you upgraded from an earlier version of berkely db and emee problems with your repository the run the followirgrenands as root.

db4_recover -h /var/svn/repos
chown -Rf apache:apache /var/svn/repos

Subversion has multiple server types, take your pick:
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svnserve daemon

« edit /etc/conf.d/svnserve
» start daemon: /etc/init.d/svnserve start
o make persistent: rc-update add svnserve default

svnservevia xinetd
o edit /etc/xinetd.d/svnserve (remove disable line)

On my system the installed defaylétc/xinet.d/svnserve ran svnserve as usapachein groupapache. If you usecs# emerge --config
dev-util/subversion above or have otherwise created the ssarand the groupvnusersthen here's an alternative that might be more suitable
for simple set-ups.

File: /etc/xinet.d/svnserve

service svn

server_args
disable

-i -r=/var/svn/repos
no

{

socket_type = stream

wait = no

user = svn

group = svnusers

umask = 002

protocol = tcp
log_on_failure += USERID HOST

port = 3690

server = /usr/bin/svnserve

The -r option to the server is particularly nice becausenitpdifies your URLSs (svn://host/) and prevents the serventistraying outside the
repository tree. If you have multiple repositories usevaw/svn (or -r=/path-to/reposparent) and the same searegiwe access to several
independent repositories by passing it the appropriateeriatihe URL (svn://host/reposname).

e Restart xinett /etc/init.d/xinetd restart
o If you haven't already you might want to r# rc-update add xinetd default SO Xinetd starts automatically at boot. You should also make
sure the access restrictions/iatc/xinetd. conf are suitable for your site.
SVN over SSH

e create an svnserve wrapper in /usr/local/bin to set the kigmswant, for example:

File: /usr/local/bin/svnserve

#!/bin/bash
umask 002
exec /usr/bin/svnserve "$@"

e chmod a+x /usr/local/bin/svnserve

e check thassh yourhost "which svnserve” returns /usr/local/bin/svnserve and not /usr/bin/swesdf the latter is the case, SSH does not
search /usr/local/bin for the svnserve command. To chdrageyou can use the PAM module pam_env.so which is usuallyded in /
etc/pam.d/ssh via system-auth. pam_env's config fileégskecurity/pam_env.conf and by addir§TH OVERRIDE=/usr/local/bin:/usr/
bin:/bin you instruct it to set this particular path for all systenkaservices.

HTTP-based server using Apache2
To access your Subversion repository from the Apache2 wedsalo the following:

 edit /etc/conf.d/apache?2 to include both "-D DAV" and "-D I$V
e create an htpasswd file:

htpasswd2 -m -c /var/svn/conf/svnusers USERNAME
o Add each SVN user to the apache group so that they have théss@ns required to access the repository, Run
# gpasswd -a $USER apache then have them login again or ug newgrp for changes to take affect

If you intend to use svn-hot-backup, you can specify the remolbbackups to keep per repository by specifying an enuient variable. If you
want to keep e.g. 2 backups, do the following:

echo '# hot-backup: Keep that many repository backups around' > /etc/env.d/80@subversion
echo 'SVN_HOTBACKUP_NUM_BACKUPS=2" >> /etc/env.d/80@subversion
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SeeSubversion/WebDAMor further information.

Creating a Repository

The repository is the place where your files, revisions attirgys are stored on your server machine. You can have ajecpper repository, or
you can have multiple projects in one repository. How you$iseversion should reflect the choice you made on how marjggsoyou wish to
have in your repository. If you want to have a centralistjpastory, it's recommended to use /var/svn/ but you canwsa custom repository
whereas every user has its own SVN repository in their homettiries.

In the SVN argot this is called@epository. This folder will be the place where you are going to storgallr projects. You can put this folder
wherever you want. We are going to udpr oj ects.

mkdir -p ~/projects

Now we have our repository environment. After that, we'#atie the SVN environment. If you want to use BerkDB, do:
svnadmin create --fs-type bdb ~/projects/projectl

For FSFS, run:

svnadmin create --fs-type fsfs ~/projects/projectl

chmod -R g-w ~/projects/projectl
chmod -R g+rw ~/projects/projectl/db
chmod -R g+rw ~/projects/projectl/locks

Do not manually edit the contents of your repositories. You shaillehys use thevnadmin tool as appropriate. If you do edit these files by
hand you may break your repository.

NOTE: If you plan to use svnserve with another access method thein &@h as using URLs beginningsvn:///.. ., you will need toedit and
configureconf/svnserve. conf, which is found in the same directory as the repositoriv@r/svn/repos or ~/projects/projectl) to
define the authorized users and an access policy.

Working with Subversion

As said above, how you use Subversion depends on how marectggiou will have in your repository. The following is cumtly written in a
locally based uni-project centric way and is not very helpful to somebody who wants to manageyméierent projects using a remote server.

Importing Your Code

Now you are going to import your first project. Import meahattSVN store (in whatever form, right now it does not matwhall the files or
folders which you want to use for your project in a Databasepikng important information of each file or folder. You sliborganize your files
according to the common convention (§e@6. There are 3 basic folders which we can use in order to keeddka organized in a better way:

e Trunk is used to hold the most up to date stable version of your soéw

e Tags hold copies of the software at various milestones, like 1. \3.

¢ Brancheshold copies of the source that are being actively worked bat.require separation. For example the code for v4 might be
inside a branch to allow people to work on future changeswoatt be implemented for a while. This allows them to do terk without
prematurely placing code in the trunk.

We are going to use this form and we must to create the follpfalders:
mkdir ~/projects/projectl/{trunk,tags,branches}

However, if you chose to go the more well designed route ard this one - and more shallow and thus faster to use - digestiarcture, you
will have the option of using each subdirectory as its owni®gository.

Finally we will import our code. Change to your directorystithat contains all the code usiogy
Note: svn import from_folder file:///folder/to/repository -rmessage’

This will import the current directory into thieunk of projectl.

svn import . file:///$HOME/projects/projectl/trunk -m 'Initial import’

To test our import, we will list all the files in our repositor

svn ls --verbose file:///$HOME/projects/projectl/trunk

The additions and changes in the last set of commangs Jsimpor tant. The addition of the extra last part of the third argumerdvadl you to
place different projects in different subdirectories ofiyoepository. Don't forget to add it if you're using mulégdrojects in one repository!
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NOTE: If you do forget it, all of the files in the project you are imtiag will be imported directly into theoot directory of the repository
you're importing to and not the subdirectory for that projead you will have a big mess to clean up. If you're using gecéht repository per
project, you don't have to bother with this extra namespaté# jou want multiple projects per repository thisriecessary.

Destroying repositories

If you wish to destroy your repository, you can safrm -rf ~/projects/project1. However, you'd better make sure that \svn update if you
want the latest revision that others may have submitted.

Commands

svn import: add a location to the repository

svn checkout: copy to a location from the repository

svn update: brings your working copy up-to-date with theosiory.

svn diff: output the differences between your changes aadaibt update.

svn status: show the status of your changes. This commandidssystematically be used before committing.
svn commit: commits the new version of your files to the réjoog.

svn revert: revert your changes to the last update.

Updating the working copy

To update your working copy and get the latest files, usedheviing command:
svn update

Note that SVN, unlike CVS, doesn't need to be told to pruneoreru files or create new directories. This is automagic.

Making a diff

Diffs, or patches, are text files which include all the chesmgone in the working copy. If you suggest a new feature ertbiksuggest a change,
send a patch to the mailing-list with [PATCH] in the subject.

To create a diff from the current repository, use the follogwwommand:
svn diff

Normally, unlike CVS, you don't have to tell SVN which filesyychanged; however, you may like to diff only a part of theosory. To do
that, specify the files to diff:

svn diff modules/gui/qt4/qt4.hpp

Note that SVN defaults to the "unified" diff format, so thes"-option doesn't have to be passed.
Applying a diff

Subversion does not contain a built in command to apply ttiffee current working copy (for example, to review or comdifits published in
Bugzilla); instead, you can use the reguygatch unix utility:

patch -p@ < patch

TortoiseSVN has a built-in support for applying a diff.
.cvsignore/ Ignoring files

You can ignore some files, using metadata:

svn propedit svn:ignore mydirectory

Changing file structure

Add afile

You can add files or folders to the working copy, to be incldiitethe next diff or commit, using the command:
svn add file.name

If file.name is a text-based document, you should do

svn propset svn:eol-style native file.name

If you add a folder, it will add all the files included in thelfier, except for files in the ignored list.
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Delete afile

You can delete files or folders from the working copy, to béetel in the next commit or marked as such in the next diffhgithhe command
(which will automaticallydelete the files from the working copy, but won't delete foldersirels way):

svn delete file.name

Make sure the file or folder do not have local modificaticgise they won't be deleted unless you force the deletion.
Move afile

You no longer create new files from scratch when moving files

svn mv filel file2

You can also do it with entire folders.

Reverting your changes

If your changes in the working copy are not useful in your apinyou can revert them using the following command:
svn revert

You must use parameters for this command. To revert all ybanges in the working copy, use:

svn revert -R .

To revert the changes in a specific file, use:

svn revert file.name

Reverting can also remove added files (they won't be delgtetiemoved and considered "unknown files", just like g@n't usesvn add at
first), and restore deleted files (both deleted by hand abeteld bysvn delete).

Checking the status of the working copy

You can check the status of your working copy using the conthsvn status. These are several important letters in the first colummef t
item, which show the status:

e M = The item was modified by you.

e A =The item was added by you (uSisvn add).

e D =The item was deleted by you (uSisvn delete).

e ?=The itemis not under the version control, but exist.

e | =The itemis missing (under the version control, but nasexprobably deleted without usitsvn delete) Or incomplete.

Checking out specific revision number

You can check specific repository revision using followgs@nmand :

svn checkout -r 12345 svn://svn.videolan.org/vlc/trunk vlc-trunk

Developer use

If you have a write access for the server, you can use an SS¥$satstead of HTTP access. This might change later.

Commits

Commits, or check ins, are the action of applying your charfgem the working copy to the web repository. Use the follog@tommand to do
that:

svn commit

Using the command without the parameters will fail, unlemswe configured an editor, because you have to enter a canhforehe file logs.
You can use one of the following forms:

svn commit --message="This is the log comment."
svn commit --file=file_with_log_comment

Other commands

svn export
svn propedit
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Remote connection using SSH

So you were just on your server and imported your code into SNfv let's pretend you are on a remote machine and you wan¢&tecthe
same directory structure as your original as well as chetckaopy of the code you just imported.

mkdir ~/projects/
cd ~/projects/
svn checkout svn+ssh://<user>@<server>/home/<user>/projects/projectl/

Then you make some changes and you want to check what theeshamege exactly and the status, where you find that one fdehanged and
one file has been added, and one deleted. This is what yowespgou commit the updates to the server.

svn diff

svn status
#? trunk/ultra-crunch.c
#M trunk/super-crunch.c
#! trunk/old-crunch.c

svn commit
# make a comment about your submittion
#Sending trunk/ultra-crunch.c
#Transmitting file data .
#Committed revision 2.

To revert your changes, do:

svn update
#At revision 2.
svn revert

Non-standard ssh port in a svn+ssh://...

To use non-standard ssh port in a svn+ssh, you need totunnel to your~/ . subversion/config. Lets say you have a ssh server running
in the example.com port 9999 .

Add:

[tunnels]
EX = /usr/bin/ssh -p 9999

to your ~/.subversion/config

Now you can do:

svn+EX://example.com/repository

and you will be connected to your servers port 9999

For more, se€SSH authentication and authorization"

Managing system configuration files

There isa more detailed HowTon managing system configurations, especially manageofemiltiple machines by multiple administrators.

Create a new repository, say, /var/svn/gentoo. Checkeuttinpty repository to / to make it a working copy:
svn co file:///var/svn/gentoo /
-DAdd an empty /etc/ directory to version control. You needdd all directories, one by one, before adding new files.
svn add -N /etc/
Add some basic gentoo system files:

svn add /etc/make.conf
svn add /etc/portage/ -N
svn add /etc/portage/package.*

Commit your changes:
svn ci -m "first commit: some system files" /
List the files in the repository:

svn stat -qv /
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Important Caveats

svnserve requires multiple ssh sessions

Using svnserve over ssh albeit the svn+ssh:// protocoliregisvnserve to open multiple ssh tunnels for certain dipsis
Here is"A thread from the Subversion Mailing List Archive&s you can see this will result in svnserve prompting mudtifiines for just a list
command.

nathan@nnppc ~ $ svn list svn+devel://nathan@10.0.3.5/moxune/repository/
Enter passphrase for key '/home/nathan/.ssh/id_rsa':

Enter passphrase for key '/home/nathan/.ssh/id_rsa’:

com.moxune/

sentinelWorking/

A couple of things to note here are:

1. This is normal behavior
2. This can be quite cumbersome for checkouts especially

Public Key Authentication

As the thread suggests, you can configure ssh for Public Ketlgetication.'Here is an article for OpenSSH userttiat was easy for me to
follow and get working.

ssh-agent

The idea here is to have a process which caches the privafeikeyarticular ssh user. Therefore, in theory, one woulg bave to
authenticate a single time and subsequent authenticatgprests would be provided by tksh-agent. Fortunately, the Gentoo Linux Wiki,
already hagn article on this topic

svn+ssh does not appear to work using subclipse

For"subclipse'users, svn+ssh may appear to hang forever; or fail with aw eressage. That is because svnserve is attempting to pfompt
authentication credentials and subclipse is not creatogphical dialog for it. As a workaround, instead of invakigclipse through a button in
kicker or on the desktop etc., just start it from the commamel. [Then when the subclipse dialog sagading.. switch back to the terminal you
used to launch eclipse and you will see the standard svn-tsghrgication prompt. Beware, you will still be subjectie tmultiple prompt issue
noted above! Additionally you might try tHiHOWTO Apache2 with subversion SVN and DA\&ubclipse seems to support this well, with a
proper dialog box and a checkbox to cache the password, wiitie seemed dramtically simpler than ssh-agent.

UPDATE: This should no longer be a problem since the versiér86 of subclipse. If subclipse hangs with "javahl”, go todéw -
>Preferences ->Team ->SVN and check "SVNKit (Pure JavaYemd in Eclipse. then you will be asked for username, pwagitomatically,
when you are connecting over §8.

Do not use an init script when running SVYN+SSH

"Here is a potential pitfallivhen running svnserve over ssh. Note, in this case ssh wikimthe svnserve process so you should NOT invoke it
via /etc/init.d/svnserve start

See also

o Rockfloat HowtoA Gentoo Subversion Tutorial with Apache2
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