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Introduction
Networksecurityis a primaryconsiderationin any decisionto host a websiteas the threatsare becomingmorewidespreadand persistentevery day. One meansof providingadditionalprotectionis to investin a firewall. Though pricesare alwaysfalling, in some casesyou maybe ableto createa comparableunit usingthe
Linuxiptablespackageon an existingserverfor littleor no additionalexpenditure.

This chaptershowshowto converta Linuxserverinto:

A firewallwhilesimultaneouslybeingyour home website's mail, web and DNSserver.
A routerthat willuse NAT and port forwardingto both protect your homenetworkand have anotherweb serveron your home networkwhilesharingthe publicIP addressof your firewall.

Creatingan iptablesfirewallscript requiresmanysteps, but withthe aid of the sampletutorials, you shouldbe ableto completea configurationrelativelyquickly.

What Is iptables?
Originally, the mostpopularfirewall/NAT packagerunningon Linuxwas ipchains, but it had a numberof shortcomings. To rectifythis, the Netfilterorganizationdecidedto createa new productcallediptables, givingit such improvementsas:

Better integrationwiththe Linuxkernelwiththe capabilityof loadingiptables-specifickernelmodulesdesignedfor improvedspeed and reliability.
Statefulpacketinspection. This meansthat the firewallkeepstrackof each connectionpassingthroughit and in certaincaseswillviewthe contentsof data flows in an attemptto anticipatethe nextactionof certainprotocols. This is an importantfeature in the supportof activeFTP and DNS, as wellas manyother
networkservices.
Filteringpacketsbasedon a MACaddressand the valuesof the flagsin the TCP header. This is helpful in preventingattacksusingmalformedpacketsand in restrictingaccess from locallyattachedservers to othernetworksin spiteof their IP addresses.
Systemloggingthat providesthe optionof adjustingthe levelof detailof the reporting.
Better networkaddresstranslation.
Support for transparentintegrationwithsuch Web proxyprogramsas Squid.
A rate limitingfeature that helpsiptablesblock some typesof denialof service(DoS) attacks.

Considereda faster and moresecurealternativeto ipchains, iptableshas become the defaultfirewallpackageinstalledunderRedHatand Fedora Linux.

Download And Install The Iptables Package
Before you begin, you need to makesure that the iptablessoftwareRPM is installed. (See Chapter6, "InstallingLinuxSoftware", if you need a refresher.) Whensearchingfor the RPMs, rememberthat the filenameusuallystartswiththe softwarepackagename by a versionnumber, as in iptables-1.2.9-1.0.i386.rpm.

How To Start iptables
Youcan start, stop, and restart iptablesafter bootingby usingthe commands:

[root@bigboy tmp]# service iptables start
[root@bigboy tmp]# service iptables stop
[root@bigboy tmp]# service iptables restart

To get iptablesconfiguredto startat boot, use the chkconfigcommand:.

[root@bigboy tmp]# chkconfig iptables on

Determining The Status of iptables
Youcan determinewhetheriptablesis runningor not via the serviceiptablesstatuscommand. Fedora Core willgivea simplestatusmessage. For example

[root@bigboy tmp]# service iptables status
Firewall is stopped.
[root@bigboy tmp]#
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Packet Processing In iptables
Allpacketsinspectedby iptablespassthrougha sequenceof built-in tables(queues) for processing. Each of thesequeues is dedicatedto a particulartype of packetactivityand is controlledby an associatedpackettransformation/filteringchain.

There are three tablesin total. The first is the mangletablewhichis responsiblefor the alterationof qualityof servicebitsin the TCP header. This is hardlyused in a homeor SOHO environment.

The second tableis the filterqueuewhichis responsiblefor packetfiltering. It has three built-in chainsin whichyou can placeyour firewallpolicyrules. Theseare the:

Forwardchain: Filterspacketsto serversprotectedby the firewall.
Input chain: Filterspacketsdestinedfor the firewall.
Outputchain: Filterspacketsoriginatingfrom the firewall.

The third tableis the nat queuewhichis responsiblefor networkaddresstranslation. It has two built-in chains; theseare:

Pre-routingchain: NATs packetswhen the destinationaddressof the packetneeds to be changed.
Post-routingchain: NATs packetswhen the source addressof the packetneeds to be changed

Table 14-1 Processing For Packets Routed By The Firewall

Queue
Type QueueFunction PacketTransformationChainin

Queue ChainFunction

Filter Packetfiltering
FORWARD

Filterspacketsto serversaccessibleby anotherNICon the firewall.

INPUT
Filterspacketsdestinedto the firewall.

OUTPUT
Filterspacketsoriginatingfrom the firewall

Nat NetworkAddress
Translation PREROUTING

Addresstranslationoccurs before routing. Facilitatesthe transformationof the destinationIP addressto be compatiblewiththe firewall's routingtable. UsedwithNAT of the destinationIP address, alsoknownas destinationNATor
DNAT.

POSTROUTING
Addresstranslationoccurs after routing. This impliesthat there wasno need to modifythe destinationIP addressof the packetas in pre-routing. UsedwithNAT of the source IP addressusingeitherone-to-one or many-to-one NAT. This
is knownas sourceNAT, or SNAT.

OUTPUT
Networkaddresstranslationfor packetsgeneratedby the firewall. (Rarelyused in SOHO environments)

Mangle TCP headermodification
PREROUTING
POSTROUTING
OUTPUT
INPUT
FORWARD

Modificationof the TCP packetqualityof servicebitsbefore routingoccurs. (Rarelyused in SOHO environments)

Youneed to specifythe tableand the chainfor each firewallrule you create. There is an exception: Mostrulesare relatedto filtering, so iptablesassumesthat any chainthat's definedwithoutan associatedtablewillbe a part of the filter table. The filter tableis therefore the default.

To helpmakethisclearer, takea lookat the waypacketsare handledby iptables. In Figure14.1 a TCP packetfrom the Internetarrivesat the firewall's interfaceon NetworkA to createa data connection.

The packetis first examinedby your rulesin the mangletable's PREROUTINGchain, if any. It is then inspectedby the rulesin the nat table's PREROUTINGchainto see whetherthe packetrequiresDNAT. It is then routed.

If the packetis destinedfor a protectednetwork, thenit is filteredby the rulesin the FORWARDchainof the filter tableand, if necessary, the packetundergoesSNAT in the POSTROUTINGchainbefore arrivingat NetworkB. Whenthe destinationserverdecidesto reply, the packetundergoesthe samesequenceof steps.
Both the FORWARDand POSTROUTINGchainsmaybe configuredto implementqualityof service(QoS) featuresin their mangletables, but thisis not usuallydone in SOHO environments.

If the packetis destinedfor the firewallitself, thenit passesthrough the mangletableof the INPUTchain, if configured, before beingfilteredby the rulesin the INPUTchainof the filter tablebefore. If it successfullypassestheseteststhen it is processedby the intendedapplicationon the firewall.

At some point, the firewallneeds to reply. This replyis routedand inspectedby the rulesin the OUTPUTchainof the mangletable, if any. Next, the rulesin the OUTPUTchainof the nat tabledeterminewhetherDNAT is requiredand the rulesin the OUTPUTchainof the filter tableare then inspectedto help restrict
unauthorizedpackets. Finally, before the packetis sent back to the Internet, SNAT and QoS manglingis done by the POSTROUTINGchain

Figure 14-1 Iptables Packet Flow Diagram

It is nowtimeto discussthe ways in whichyou add rulesto thesechains.

Targets And Jumps
Each firewallrule inspectseach IP packetand then tries to identifyit as the targetof some sort of operation. Once a targetis identified, the packetneeds to jumpover to it for furtherprocessing. Table 14.2 liststhe built-in targetsthat iptablesuses.

Table 14-2 Descriptions Of The Most Commonly Used Targets

target Desciption MostCommonOptions

ACCEPT

iptablesstopsfurtherprocessing.
The packetis handedover to the end applicationor the operatingsystemfor processing

N/A

DROP

iptablesstopsfurtherprocessing.
The packetis blocked

N/A

LOG

The packetinformationis sent to the syslogdaemon for logging
iptablescontinuesprocessingwiththe next rule in the table
As you can't logand drop at the sametime, it is common to have two similarrulesin sequence. The firstwilllog the packet, the second willdrop it.

--log-prefix "string"

Tells iptablesto prefixall logmessageswitha user definedstring. Frequentlyused to tellwhythe loggedpacketwas dropped

REJECT

Workslikethe DROPtarget, but willalsoreturnan error messageto the host sendingthe packetthat the packetwasblocked --reject-with qualifier

The qualifiertellswhat type of reject messageis returned. Qualifiersinclude:
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icmp-port-unreachable (default)
icmp-net-unreachable
icmp-host-unreachable
icmp-proto-unreachable
icmp-net-prohibited
icmp-host-prohibited
tcp-reset
echo-reply

DNAT

Usedto do destinationnetworkaddresstranslation. ie. rewritingthe destinationIP addressof the packet --to-destination ipaddress

Tells iptableswhat the destinationIP addressshouldbe

SNAT

Usedto do sourcenetworkaddresstranslationrewritingthe source IP addressof the packet
The sourceIP addressis user defined

--to-source <address>[-<address>][:<port>-<port>]

Specifiesthe sourceIP addressand ports to be used by SNAT.

MASQUERADE

Usedto do Source NetworkAddressTranslation.
By defaultthe sourceIP addressis the sameas that used by the firewall's interface

[--to-ports <port>[-<port>]]

Specifiesthe rangeof sourceports to whichthe originalsourceport can be mapped.

Important Iptables Command Switch Operations
Each line of an iptablesscriptnot onlyhas a jump, but theyalsohave a numberof commandline optionsthat are used to appendrulesto chainsthat match your definedpacketcharacteristics, such the source IP addressand TCP port. There are alsooptionsthat can be used to just cleara chainso you can startall over again.
Tables14.2 through14.6 listthe most commonoptions.

Table 14-2 General Iptables Match Criteria

iptablescommandSwitch Desciption

-t <-table-> If you don't specifya table, thenthe filter tableis assumed. As discussedbefore, the possiblebuilt-in tablesinclude: filter, nat, mangle

-j <target> Jump to the specifiedtargetchainwhen the packetmatchesthe current rule.

-A Appendrule to end of a chain

-F Flush. Deletesall the rulesin the selectedtable

-p <protocol-type> Matchprotocol. Types include, icmp, tcp, udp, and all

-s <ip-address> MatchsourceIP address

-d <ip-address> MatchdestinationIP address

-i <interface-name> Match"input" interfaceon whichthe packetenters.

-o <interface-name> Match"output" interfaceon whichthe packetexits

In thiscommandswitchesexample

iptables -A INPUT -s 0/0 -i eth0 -d 192.168.1.1  -p TCP -j ACCEPT

iptablesis beingconfiguredto allowthe firewallto acceptTCP packetscomingin on interfaceeth0 from any IP addressdestinedfor the firewall's IP addressof 192.168.1.1. The 0/0 representationof an IP addressmeansany.

Table 14-4 Common TCP and UDP Match Criteria

Switch Desciption

-p tcp --sport <port> TCP sourceport. Can be a singlevalueor a rangein the format: start-port-number:end-port-number

-p tcp --dport <port> TCP destinationport. Can be a singlevalueor a rangein the format: starting-port:ending-port

-p tcp --syn Usedto identifya new TCP connectionrequest. ! --syn means, not a new connectionrequest

-p udp --sport <port> UDPsourceport. Can be a singlevalueor a rangein the format: starting-port:ending-port

-p udp --dport <port> UDPdestinationport. Can be a singlevalueor a rangein the format: starting-port:ending-port

In thisexample:

iptables -A FORWARD -s 0/0 -i eth0 -d 192.168.1.58 -o eth1 -p TCP \
         --sport 1024:65535 --dport 80 -j ACCEPT

iptablesis beingconfiguredto allowthe firewallto acceptTCP packetsfor routingwhen theyenter on interfaceeth0 from any IP addressand are destinedfor an IP addressof 192.168.1.58 that is reachablevia interfaceeth1. The sourceport is in the range1024 to 65535and the destinationport is port 80 (www/http).

Table 14-5 Common ICMP (Ping) Match Criteria

Matchesusedwith---icmp-type Desciption

--icmp-type <type> The most commonlyused typesare echo-replyand echo-request

In thisexample:

iptables -A OUTPUT -p icmp --icmp-type echo-request -j ACCEPT
iptables -A INPUT  -p icmp --icmp-type echo-reply   -j ACCEPT

iptablesis beingconfiguredto allowthe firewallto send ICMPecho-requests(pings) and in turn, accept the expected ICMPecho-replies.

Consideranotherexample

iptables -A INPUT -p icmp --icmp-type echo-request \
         -m limit --limit 1/s -i eth0 -j ACCEPT

The limitfeature in iptablesspecifiesthe maximumaveragenumberof matchesto allowper second. You can specifytimeintervalsin the format /second, /minute, /hour, or /day, or you can use abbreviationsso that 3/second is the sameas 3/s.

In thisexample, ICMPecho requestsare restrictedto no morethanone per second. Whentunedcorrectly, thisfeature allowsyou to filterunusuallyhighvolumesof trafficthat characterizedenialof service(DOS) attacksand Internetworms.

iptables -A INPUT -p tcp --syn -m limit --limit 5/s -i eth0 -j ACCEPT

Youcan expandon the limitfeature of iptablesto reduce your vulnerabilityto certaintypesof denialof serviceattack. Here a defensefor SYN flood attackswascreated by limitingthe acceptanceof TCP segmentswiththe SYN bit set to no morethanfive per second.

Table 14-6 Common Extended Match Criteria

Switch Desciption

-m multiport --sports <port, port> A varietyof TCP/UDPsource ports separatedby commas. Unlikewhen -m isn't used, theydo not have to be withina range.

-m multiport --dports <port, port> A varietyof TCP/UDPdestinationports separatedby commas. Unlikewhen -m isn't used, theydo not have to be withina range.

-m multiport --ports <port, port> A varietyof TCP/UDPports separatedby commas. Source and destinationports are assumedto be the sameand theydo not have to be withina range.

-m --state <state>

The most frequentlytestedstatesare:

ESTABLISHED: The packetis part of a connectionthat has seen packetsin both directions

NEW: The packetis the startof a new connection

RELATED: The packetis startinga new secondaryconnection. This is a commonfeature of such protocolssuch as an FTP data transfer, or an ICMPerror.

INVALID: The packetcouldn't be identified. Could be due to insufficientsystemresources, or ICMPerrors that don't match an existingdata flow.

This is an expansionon the previousexample:

iptables -A FORWARD -s 0/0 -i eth0 -d 192.168.1.58 -o eth1 -p TCP \
         --sport 1024:65535 -m multiport --dports 80,443 -j ACCEPT
 
iptables -A FORWARD -d 0/0 -o eth0 -s 192.168.1.58 -i eth1 -p TCP \
         -m state --state ESTABLISHED -j ACCEPT

Here iptablesis beingconfiguredto allowthe firewallto acceptTCP packetsto be routedwhen theyenter on interfaceeth0 from any IP addressdestinedfor IP addressof 192.168.1.58 that is reachablevia interfaceeth1. The sourceport is in the range1024 to 65535and the destinationports are port 80 (www/http) and
443 (https). The returnpacketsfrom 192.168.1.58 are allowedto be acceptedtoo. Insteadof statingthe source and destinationports, you can simplyallowpacketsrelatedto establishedconnectionsusingthe -m stateand --stateESTABLISHEDoptions.

Using User Defined Chains
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As you mayremember, you can configureiptablesto have user-definedchains. This feature is frequentlyused to helpstreamlinethe processingof packets. For example, insteadof usinga single, built-in chainfor all protocols, you can use the chainto determinethe protocoltype for the packetand thenhandoff the actual
finalprocessingto a user-defined, protocol-specificchainin the filter table. In otherwords, you can replacea longchainwitha stubbymainchainpointingto multiplestubbychains, therebyshorteningthe totallengthof all chainsthe packethas to passthrough. For example

iptables -A INPUT -i eth0  -d 206.229.110.2 -j fast-input-queue
iptables -A OUTPUT -o eth0 -s 206.229.110.2 -j fast-output-queue

iptables -A fast-input-queue  -p icmp -j icmp-queue-in
iptables -A fast-output-queue -p icmp -j icmp-queue-out

iptables -A icmp-queue-out -p icmp --icmp-type echo-request \
         -m state --state NEW -j ACCEPT

iptables -A icmp-queue-in -p icmp --icmp-type echo-reply -j ACCEPT

Here six queues helpassistin improvingprocessingspeed. Table 14.7 summarizesthe functionof each.

Table 14.7 Custom Queues Example Listing

Chain Desciption

INPUT The regularbuilt-in INPUTchainin iptables

OUTPUT The regularbuilt-in OUTPUTchainin iptables

fast-input-queue Input chaindedicatedto identifyingspecificprotocolsand shuntingthe packetsto protocolspecificchains.

fast-output-queue Outputchaindedicatedto identifyingspecificprotocolsand shuntingthe packetsto protocolspecificchains.

icmp-queue-out Outputqueuededicatedto ICMP

icmp-queue-in Input queuededicatedto ICMP

Saving Your iptables Scripts
The serviceiptablessavecommandpermanentlysaves the iptablesconfigurationin the /etc/sysconfig/iptablesfile. Whenthe systemreboots, the iptables-restoreprogramreads the configurationand makesit the activeconfiguration.

The format of the /etc/sysconfig/iptablesfile is slightlydifferentfrom that of the scriptsshownin thischapter. The initializationof built-in chainsis automaticand the string"iptables" is omittedfrom the rule statements.

Here is a sample/etc/sysconfig/iptablesconfigurationthat allowsICMP, IPSec (ESP and AH packets), alreadyestablishedconnections, and inboundSSH.

[root@bigboy tmp]# cat /etc/sysconfig/iptables
# Generated by iptables-save v1.2.9 on Mon Nov 8 11:00:07 2004 
*filter
:INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [144:12748]
:RH-Firewall-1-INPUT - [0:0]
-A INPUT -j RH-Firewall-1-INPUT
-A FORWARD -j RH-Firewall-1-INPUT
-A RH-Firewall-1-INPUT -i lo -j ACCEPT
-A RH-Firewall-1-INPUT -p icmp -m icmp --icmp-type 255 -j ACCEPT
-A RH-Firewall-1-INPUT -p esp -j ACCEPT
-A RH-Firewall-1-INPUT -p ah -j ACCEPT
-A RH-Firewall-1-INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited
COMMIT
# Completed on Mon Nov 8 11:00:07 2004
[root@bigboy tmp]#

It is never a good ideato edit thisscriptdirectlybecauseit is alwaysoverwrittenby the savecommandand it doesn't saveany commentsat all, whichcan alsomakeit extremelydifficultto follow. For thesereasons, you're better off writingand applyinga customizedscriptand thenusingthe serviceiptablessavecommandto
makethe changespermanent.

Fedora's iptables Rule Generator
Fedora comes witha programcalledlokkitthat you can use to generatea veryrudimentaryfirewallrule set. It promptsfor the levelof securityand thengivesyou the optionof doingsimplecustomizations. It is a good placefor beginnersto starton a test systemso that theycan see a generalrule structure.

Like the serviceiptablessavecommand, lokkitsaves the firewallrulesin a new /etc/sysconfig/iptablesfile for use on the next reboot.

Once you have become familiarwiththe iptablessyntax, it's best to writescriptsthat you can commentand thensaveit to /etc/sysconfig/iptables. It makesthem muchmoremanageableand readable.

Recovering From A Lost Script
Sometimesthe scriptyou created to generateiptablesrulesmayget corruptedor lost, or you mightinherita new systemfrom an administerand cannot find the originalscriptused to protect it. In thesesituations, you can use the iptables-saveand iptables-restorecommandsto assistyou withthe continuedmanagementof the
server.

Unlikethe serviceiptablessavecommand, whichactuallysavesa permanentcopy of the firewall's activeconfigurationin the /etc/sysconfig/iptablesfile, iptables-savedisplaysthe activeconfigurationto the screen in /etc/sysconfig/iptablesformat. If you redirectthe iptables-savescreen outputto a file withthe > symbol, then
you can edit the outputand reload the updatedruleswhen theymeet your new criteriawiththe iptables-restorecommand.

This exampleexportsthe iptables-saveoutputto a text file namedfirewall-config.

[root@bigboy tmp]# iptables-save > firewall-config
[root@bigboy tmp]# cat firewall-config
# Generated by iptables-save v1.2.9 on Mon Nov 8 11:00:07 2004
*filter
:INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [144:12748]
:RH-Firewall-1-INPUT - [0:0]
-A INPUT -j RH-Firewall-1-INPUT
-A FORWARD -j RH-Firewall-1-INPUT
-A RH-Firewall-1-INPUT -i lo -j ACCEPT
-A RH-Firewall-1-INPUT -p icmp -m icmp --icmp-type 255 -j ACCEPT
-A RH-Firewall-1-INPUT -p esp -j ACCEPT
-A RH-Firewall-1-INPUT -p ah -j ACCEPT
-A RH-Firewall-1-INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited
COMMIT
# Completed on Mon Nov 8 11:00:07 2004
[root@bigboy tmp]#

After editingthe firewall-config file withthe commandsyou need, you can reload it into the activefirewallrule set withthe iptables-restorecommand.

[root@bigboy tmp]# iptables-restore < firewall-config

Finally, you shouldpermanentlysavethe activeconfigurationso that it willbe loadedautomaticallywhen the systemreboots:

[root@bigboy tmp]# service iptables save

If desired, you can eventuallyconvert thisfirewall-config file intoa regulariptablesscript so that it becomesmoreeasilyrecognizableand manageable.

Loading Kernel Modules Needed By iptables
The iptablesapplicationrequiresyou to loadcertainkernelmodulesto activatesome of its functions. Wheneverany type of NAT is required, the iptable_nat moduleneeds to be loaded. The ip_conntrack_ftp moduleneeds to be addedfor FTP supportand shouldalwaysbe loadedwiththe ip_conntrackmodulewhichtracks
TCP connectionstates. As most scriptsprobablywillkeep trackof connectionstates, the ip_conntrackmodulewillbe needed in any case. The ip_nat_ftp modulealsoneeds to be loadedfor FTP serversbehinda NAT firewall.

Unfortunately, the /etc/sysconfig/iptablesfile doesn't supportthe loadingof modules, so you'll have to add the statementsto your /etc/rc.localfile whichis run at the end of every reboot.

The scriptsamplesin thischapterincludethesestatementsonlyas a reminderto placethem in the /etc/rc.localfile

# File: /etc/rc.local

# Module to track the state of connections
modprobe ip_conntrack

# Load the iptables active FTP module, requires ip_conntrack
modprobe ip_conntrack_ftp
  
# Load iptables NAT module when required
modprobe iptable_nat
 
# Module required for active an FTP server using NAT
modprobe ip_nat_ftp

Sample iptables Scripts
This sectionprovidessome samplescriptsyou can use to get iptablesworkingfor you. Pay specialattentionto the loggingexampleat the end.

The basicinitializationscriptsnippetshouldalsobe includedin all your scriptsto ensurethe correct initializationof your chainsshouldyou decideto restartyour script after startup. This chapteralsoincludesother snippetsthat willhelpyou get basicfunctionality. It shouldbe a good guideto get you started.

Note: Once you feel moreconfident, you can use AppendixII "Codes, Scripts, and Configurations", to find detailedscripts. The appendixshowsyou howto allowyour firewallto:

Be used as a LinuxWeb, mailand DNSserver
Be the NAT router for your homenetwork
Preventvarioustypesof attacksusingcorruptedTCP, UDPand ICMPpackets.
ProvideoutboundpassiveFTP access from the firewall

There are alsosimplercode snippetsin the AppendixII "Codes, Scripts, and Configurations", for Inboundand outboundFTP connectionsto and from your firewall

Basic Operating System Defense

Youcan do severalthingsbefore employingyour firewallscript to improvethe resilienceof your firewallto attack. For example, the Linuxoperatingsystemhas a numberof built-in protectionmechanismsthat you shouldactivateby modifyingthe systemkernelparametersin the /proc filesystemvia the /etc/sysctl.conf file.
Usingof /etc/sysctl.conf to modifykernelparametersis explainedin moredetailin , AppendixI "MiscellaneousLinuxTopics".

Here is a sampleconfiguration:

# File: /etc/sysctl.conf
 
#---------------------------------------------------------------
# Disable routing triangulation. Respond to queries out
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# the same interface, not another. Helps to maintain state
# Also protects against IP spoofing
#---------------------------------------------------------------
 
net/ipv4/conf/all/rp_filter = 1
 
 
#---------------------------------------------------------------
# Enable logging of packets with malformed IP addresses
#---------------------------------------------------------------
 
net/ipv4/conf/all/log_martians = 1
 
 
#---------------------------------------------------------------
# Disable redirects
#---------------------------------------------------------------
 
net/ipv4/conf/all/send_redirects = 0
 
 
#---------------------------------------------------------------
# Disable source routed packets
#---------------------------------------------------------------
 
net/ipv4/conf/all/accept_source_route = 0
 
 
#---------------------------------------------------------------
# Disable acceptance of ICMP redirects
#---------------------------------------------------------------
 
net/ipv4/conf/all/accept_redirects = 0
 
 
#---------------------------------------------------------------
# Turn on protection from Denial of Service (DOS) attacks
#---------------------------------------------------------------
 
net/ipv4/tcp_syncookies = 1
 
 
#---------------------------------------------------------------
# Disable responding to ping broadcasts
#---------------------------------------------------------------
 
net/ipv4/icmp_echo_ignore_broadcasts = 1
 
#---------------------------------------------------------------
# Enable IP routing. Required if your firewall is protecting a
# network, NAT included
#---------------------------------------------------------------

net/ipv4/ip_forward = 1

Advanced iptables Initialization

Youmayalsowant to add some moreadvancedinitializationstepsto your script, includingchecksfor Internettrafficfrom RFC1918privateaddresses. The samplescriptsnippetbelowoutlineshowto do this. More complexinitializationswouldincludechecksfor attacksusinginvalidTCP flagsand directedbroadcastswhich
are beyond the scope of thisbook.

The scriptalsousesmultipleuser-definedchainsto makethe script shorter and fasteras the chainscan be repeatedlyaccessed. This removesthe need to repeat the samestatementsover and over again.

Youcan takeeven moreprecautionsto furtherprotect your network. The completefirewallscript in AppendixII "Codes, Scripts, and Configurations", outlinesmostof them.

#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=
#
# Define networks: NOTE!! You may want to put these "EXTERNAL"
# definitions at the top of your script.
#
#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=
 
EXTERNAL_INT="eth0"            # External Internet interface
EXTERNAL_IP="97.158.253.25"    # Internet Interface IP address
 
#---------------------------------------------------------------
# Initialize our user-defined chains
#---------------------------------------------------------------
 
iptables -N valid-src
iptables -N valid-dst
 
#---------------------------------------------------------------
# Verify valid source and destination addresses for all packets
#---------------------------------------------------------------
 
iptables -A INPUT   -i $EXTERNAL_INT -j valid-src
iptables -A FORWARD -i $EXTERNAL_INT -j valid-src
iptables -A OUTPUT  -o $EXTERNAL_INT -j valid-dst
iptables -A FORWARD -o $EXTERNAL_INT -j valid-dst
 
#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#
#
# Source and Destination Address Sanity Checks
#
# Drop packets from networks covered in RFC 1918 (private nets)
# Drop packets from external interface IP
#
#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#=#
 
iptables -A valid-src -s 10.0.0.0/8     -j DROP
iptables -A valid-src -s 172.16.0.0/12  -j DROP
iptables -A valid-src -s 192.168.0.0/16 -j DROP
iptables -A valid-src -s 224.0.0.0/4    -j DROP
iptables -A valid-src -s 240.0.0.0/5    -j DROP
iptables -A valid-src -s 127.0.0.0/8    -j DROP
iptables -A valid-src -s 0.0.0.0/8       -j DROP
iptables -A valid-src -d 255.255.255.255 -j DROP
iptables -A valid-src -s 169.254.0.0/16  -j DROP
iptables -A valid-src -s $EXTERNAL_IP    -j DROP
iptables -A valid-dst -d 224.0.0.0/4    -j DROP

Allowing DNS Access To Your Firewall

You'll almostcertainlywantyour firewallto makeDNSqueriesto the Internet. This is not becauseit is requiredfor the basicfunctionalityof the firewall, but becauseof Fedora Linux's yum RPM updaterwhichwillhelp to keep the serverup to date withthe latestsecuritypatches. The followingstatementswillapplynot only
for firewallsactingas DNSclientsbut alsofor firewallsworkingin a cachingor regularDNSserverrole.

#---------------------------------------------------------------
# Allow outbound DNS queries from the FW and the replies too
#
# - Interface eth0 is the internet interface
#
# Zone transfers use TCP and not UDP. Most home networks
# / websites using a single DNS server won't require TCP statements
#
#---------------------------------------------------------------
 
iptables -A OUTPUT -p udp -o eth0 --dport 53 --sport 1024:65535 \
         -j ACCEPT
 
iptables -A INPUT -p udp -i eth0 --sport 53 --dport 1024:65535 \
         -j ACCEPT

Allowing WWW And SSH Access To Your Firewall

This samplesnippetis for a firewallthat doublesas a web serverthat is managedremotelyby itssystemadministratorvia secureshell(SSH) sessions. Inboundpacketsdestinedfor ports 80 and 22 are allowedtherebymakingthe first stepsin establishinga connection. It isn't necessaryto specifytheseports for the returnleg
as outboundpacketsfor all establishedconnectionsare allowed. Connectionsinitiatedby personsloggedinto the Web serverwillbe deniedas outboundNEWconnectionpacketsaren't allowed.

#---------------------------------------------------------------
# Allow previously established connections
# - Interface eth0 is the internet interface
#---------------------------------------------------------------

iptables -A OUTPUT -o eth0 -m state --state ESTABLISHED,RELATED \
  -j ACCEPT

#---------------------------------------------------------------
# Allow port 80 (www) and 22 (SSH) connections to the firewall
#---------------------------------------------------------------

iptables -A INPUT -p tcp -i eth0 --dport 22 --sport 1024:65535 \
  -m state --state NEW -j ACCEPT
iptables -A INPUT -p tcp -i eth0 --dport 80 --sport 1024:65535 \
  -m state --state NEW -j ACCEPT

Allowing Your Firewall To Access The Internet

This iptablesscriptenablesa user on the firewallto use a Web browserto surf the Internet. HTTP trafficusesTCP port 80, and HTTPS usesport 443.

Note: HTTPS (secureHTTP) is used for creditcardtransactionsfrequently, as wellas by RedHatLinuxservers runningup2date. FTP and HTTP are frequentlyused withyum.

#---------------------------------------------------------------
# Allow port 80 (www) and 443 (https) connections from the firewall
#---------------------------------------------------------------

iptables -A OUTPUT -j ACCEPT -m state \
  --state NEW,ESTABLISHED,RELATED -o eth0 -p tcp \
  -m multiport --dports 80,443 --sport 1024:65535
 
#---------------------------------------------------------------
# Allow previously established connections
# - Interface eth0 is the internet interface
#---------------------------------------------------------------

iptables -A INPUT -j ACCEPT -m state --state ESTABLISHED,RELATED  \
-i eth0 -p tcp

If you wantallTCP trafficoriginatingfrom the firewallto be accepted, then removethe line:

-m multiport --dports 80,443 --sport 1024:65535

Allow Your Home Network To Access The Firewall

In thisexample, eth1 is directlyconnectedto a homenetworkusingIP addressesfrom the 192.168.1.0 network. All trafficbetweenthisnetworkand the firewallis simplisticallyassumedto be trustedand allowed.

Furtherruleswillbe needed for the interfaceconnectedto the Internetto allowonlyspecificports, typesof connectionsand possiblyeven remote servers to have access to your firewalland home network.

#---------------------------------------------------------------
# Allow all bidirectional traffic from your firewall to the
# protected network
# - Interface eth1 is the private network interface
#---------------------------------------------------------------

iptables -A INPUT   -j ACCEPT -p all -s 192.168.1.0/24 -i eth1
iptables -A OUTPUT  -j ACCEPT -p all -d 192.168.1.0/24 -o eth1
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Masquerading (Many to One NAT)

As explainedin Chapter2, "Introductionto Networking", masqueradingis anothername for whatmanycallmanyto one NAT. In otherwords, trafficfrom alldeviceson one or moreprotectednetworkswillappearas if it originatedfrom a singleIP addresson the Internetsideof the firewall.

Note: The masqueradeIP addressalwaysdefaultsto the IP addressof the firewall's maininterface. The advantageof thisis that you never have to specifythe NAT IP address. This makesit mucheasierto configureiptablesNAT withDHCP.

Youcan configuremanyto one NAT to an IP alias, usingthe POSTROUTINGand not the MASQUERADEstatement. An exampleof thiscan be seen in the staticNAT sectionthat follows.

Keep in mindthat iptablesrequiresthe iptables_nat moduleto be loadedwiththe modprobecommandfor the masqueradefeature to work. Masqueradingalsodependson the Linuxoperatingsystembeingconfiguredto supportroutingbetweenthe internetand privatenetworkinterfacesof the firewall. This is done by
enablingIP forwardingor routingby givingthe file /proc/sys/net/ipv4/ip_forward the value1 as opposedto the defaultdisabledvalueof 0.

Once masqueradinghas been achievedusingthe POSTROUTINGchainof the nat table, you willhave to configureiptablesto allowpacketsto flow betweenthe two interfaces. To do this, use the FORWARDchainof the filter table. More specifically, packetsrelatedto NEWand ESTABLISHEDconnectionswillbe
allowedoutboundto the Internet, but onlypacketsrelatedto ESTABLISHEDconnectionswillbe allowedinbound. This helpsto protect the homenetworkfrom anyonetryingto initiateconnectionsfrom the Internet:

#---------------------------------------------------------------
# Load the NAT module
#
# Note: It is best to use the /etc/rc.local example in this
#       chapter. This value will not be retained in the
#       /etc/sysconfig/iptables file. Included only as a reminder.
#---------------------------------------------------------------
 
modprobe iptable_nat

#---------------------------------------------------------------
# Enable routing by modifying the ip_forward /proc filesystem file
#
# Note: It is best to use the /etc/sysctl.conf example in this
#       chapter. This value will not be retained in the
#       /etc/sysconfig/iptables file. Included only as a reminder.
#---------------------------------------------------------------
 
echo 1 > /proc/sys/net/ipv4/ip_forward
 
#---------------------------------------------------------------
# Allow masquerading
# - Interface eth0 is the internet interface
# - Interface eth1 is the private network interface
#---------------------------------------------------------------
 
iptables -A POSTROUTING -t nat -o eth0 -s 192.168.1.0/24 -d 0/0 \
         -j MASQUERADE
 
#---------------------------------------------------------------
# Prior to masquerading, the packets are routed via the filter
# table's FORWARD chain.
# Allowed outbound: New, established and related connections
# Allowed inbound : Established and related connections
#---------------------------------------------------------------
 
iptables -A FORWARD -t filter -o eth0 -m state \
         --state NEW,ESTABLISHED,RELATED -j ACCEPT
 
iptables -A FORWARD -t filter -i eth0 -m state \
         --state ESTABLISHED,RELATED -j ACCEPT

Note: If you configureyour firewallto do masquerading, then if shouldbe the used as the defaultgatewayfor all your serverson the network.

Port Forwarding Type NAT (DHCP DSL)

In manycaseshomeusersmayget a singleDHCPpublicIP addressfrom their ISPs. If a Linuxfirewallis alsoyour interfaceto the Internetand you want to host a Web siteon one of the NAT protectedhome servers, thenyou willhave to use port forwarding. Here the combinationof the firewall's singleIP address, the
remote server's IP address, and the source/destinationport of the trafficcan be used to uniquelyidentifya trafficflow. All trafficthat matchesa particularcombinationof thesefactorsmaythenbe forwardedto a singleserveron the privatenetwork.

Port forwardingis handledby the PREROUTINGchainof the nat table. As in masquerading, the iptables_nat modulehas to be loadedand routinghas to be enabledfor port forwardingto work. Routingtoo mustbe allowedin iptableswiththe FORWARDchain, thisincludesallNEWinboundconnectionsfrom the Internet
matchingthe port forwardingport plusall futurepacketsrelatedto the ESTABLISHEDconnectionin both directions:

#---------------------------------------------------------------
# Load the NAT module
#
# Note: It is best to use the /etc/rc.local example in this
#       chapter. This value will not be retained in the
#       /etc/sysconfig/iptables file. Included only as a reminder.
#---------------------------------------------------------------
 
modprobe iptable_nat

#---------------------------------------------------------------
# Get the IP address of the Internet interface eth0 (linux only)
#
# You'll have to use a different expression to get the IP address
# for other operating systems which have a different ifconfig output
# or enter the IP address manually in the PREROUTING statement
#
# This is best when your firewall gets its IP address using DHCP.
# The external IP address could just be hard coded ("typed in
# normally")
#---------------------------------------------------------------
 
external_int="eth0"
external_ip=" ìfconfig $external_int | grep 'inet addr' | \
                       awk '{print $2}' | sed -e 's/.*://'`"
#---------------------------------------------------------------
# Enable routing by modifying the ip_forward /proc filesystem file
#
# Note: It is best to use the /etc/sysctl.conf example in this
#       chapter. This value will not be retained in the
#       /etc/sysconfig/iptables file. Included only as a reminder.
#---------------------------------------------------------------
 
echo 1 > /proc/sys/net/ipv4/ip_forward
 
#---------------------------------------------------------------
# Allow port forwarding for traffic destined to port 80 of the
# firewall's IP address to be forwarded to port 8080 on server
# 192.168.1.200
#
# - Interface eth0 is the internet interface
# - Interface eth1 is the private network interface
#---------------------------------------------------------------
 
iptables -t nat -A PREROUTING -p tcp -i eth0 -d $external_ip \
     --dport 80 --sport 1024:65535 -j DNAT --to 192.168.1.200:8080
 
#---------------------------------------------------------------
# After DNAT, the packets are routed via the filter table's
# FORWARD chain.
# Connections on port 80 to the target machine on the private
# network must be allowed.
#---------------------------------------------------------------
 
iptables -A FORWARD -p tcp -i eth0 -o eth1 -d 192.168.1.200 \
    --dport 8080 --sport 1024:65535 -m state --state NEW -j ACCEPT
 
iptables -A FORWARD -t filter -o eth0 -m state \
         --state NEW,ESTABLISHED,RELATED -j ACCEPT
 
iptables -A FORWARD -t filter -i eth0 -m state \
         --state ESTABLISHED,RELATED -j ACCEPT
 

Static NAT

In thisexample, all trafficto a particularpublicIP address, not just to a particularport, is translatedto a singleserveron the protectedsubnet. Becausethe firewallhas morethanone IP address, I can't recommendMASQUERADE; it willforce masqueradingas the IP addressof the primaryinterfaceand not as any of the
aliasIP addressesthe firewallmayhave. Instead, use SNAT to specifythe aliasIP addressto be used for connectionsinitiatedby allother servers in the protectednetwork.

Note: Althoughthe nat tableNATs all trafficto the targetservers (192.168.1.100 to 102), onlyconnectionson ports 80,443 and 22 are allowedthroughby the FORWARDchain. Alsonoticehow you have to specifya separate-m multiportoptionwheneveryou need to match multiplenon-sequentialports for both source
and destination.

In thisexamplethe firewall:

Usesone to one NAT to makethe server192.168.1.100 on your homenetworkappearon the Internetas IP addresses97.158.253.26.
Createsa manyto one NAT for the 192.168.1.0 homenetworkin whichall the serversappearon the Internetas IP address97.158.253.29. This is differentfrom masquerading

Youwillhave to createaliasIP addressesfor each of theseInternetIPs for one to one NAT to work.

#---------------------------------------------------------------
# Load the NAT module
#
# Note: It is best to use the /etc/rc.local example in this
#       chapter. This value will not be retained in the
#       /etc/sysconfig/iptables file. Included only as a reminder.
#---------------------------------------------------------------
 
modprobe iptable_nat
 
#---------------------------------------------------------------
# Enable routing by modifying the ip_forward /proc filesystem file
#
# Note: It is best to use the /etc/sysctl.conf example in this
#       chapter. This value will not be retained in the
#       /etc/sysconfig/iptables file. Included only as a reminder.
#---------------------------------------------------------------
 
echo 1 > /proc/sys/net/ipv4/ip_forward
 
#---------------------------------------------------------------
# NAT ALL traffic:
###########
# REMEMBER to create aliases for all the internet IP addresses below
###########
#
# TO:             FROM:           MAP TO SERVER:
# 97.158.253.26    Anywhere        192.168.1.100 (1:1 NAT - Inbound)
# Anywhere        192.168.1.100   97.158.253.26 (1:1 NAT - Outbound)
# Anywhere        192.168.1.0/24  97.158.253.29 (FW IP)
#
# SNAT is used to NAT all other outbound connections initiated
# from the protected network to appear to come from
# IP address 97.158.253.29
#
# POSTROUTING:
#   NATs source IP addresses. Frequently used to NAT connections from
#   your home network to the Internet
#
# PREROUTING:
#   NATs destination IP addresses. Frequently used to NAT
#   connections from the Internet to your home network
#
# - Interface eth0 is the internet interface
# - Interface eth1 is the private network interface
#---------------------------------------------------------------
 
# PREROUTING statements for 1:1 NAT
# (Connections originating from the Internet)

iptables -t nat -A PREROUTING -d 97.158.253.26 -i eth0 \
        -j DNAT --to-destination 192.168.1.100

# POSTROUTING statements for 1:1 NAT
# (Connections originating from the home network servers)

iptables -t nat -A POSTROUTING -s 192.168.1.100 -o eth0 \
         -j SNAT --to-source 97.158.253.26
 
# POSTROUTING statements for Many:1 NAT
# (Connections originating from the entire home network)

iptables -t nat -A POSTROUTING -s 192.168.1.0/24 \
         -j SNAT -o eth0 --to-source 97.158.253.29
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# Allow forwarding to each of the servers configured for 1:1 NAT
# (For connections originating from the Internet. Notice how you
# use the real IP addresses here)
 
iptables -A FORWARD -p tcp -i eth0 -o eth1 -d 192.168.1.100 \
    -m multiport --dports 80,443,22 \
    -m state --state NEW -j ACCEPT
 
 
# Allow forwarding for all New and Established SNAT connections
# originating on the home network AND already established
# DNAT connections
 
iptables -A FORWARD -t filter -o eth0 -m state \
         --state NEW,ESTABLISHED,RELATED -j ACCEPT
 
# Allow forwarding for all 1:1 NAT connections originating on
# the Internet that have already passed through the NEW forwarding
# statements above
 
iptables -A FORWARD -t filter -i eth0 -m state \
         --state ESTABLISHED,RELATED -j ACCEPT

Troubleshooting iptables
A numberof toolsare at your disposalfor troubleshootingiptablesfirewallscripts. One of the best methodsis to logalldroppedpacketsto the /var/log/messagesfile.

Checking The Firewall Logs

Youtrackpacketspassingthrough the iptableslistof rulesusingthe LOG target. Youshouldbe awarethat the LOG target:

Logsall trafficthat matchesthe iptablesrule in whichit is located.
Automaticallywritesan entryto the /var/log/messagesfile and thenexecutesthe next rule.

If you want to logonlyunwantedtraffic, therefore, you have to add a matchingrule witha DROPtargetimmediatelyafter the LOG rule. If you don't, you'll find yourselfloggingboth desiredand unwantedtrafficwithno wayof discerningbetweenthe two, becauseby defaultiptablesdoesn't statewhythe packetwas logged
in its logmessage.

This examplelogsa summaryof failedpacketsto the file /var/log/messages. You can use the contentsof thisfile to determinewhichTCP/UDPports you need to open to provideaccess to specifictrafficthat is currentlystopped.

#---------------------------------------------------------------
# Log and drop all other packets to file /var/log/messages
# Without this we could be crawling around in the dark
#---------------------------------------------------------------
 
iptables -A OUTPUT -j LOG
iptables -A INPUT -j LOG
iptables -A FORWARD -j LOG
 
iptables -A OUTPUT -j DROP
iptables -A INPUT -j DROP
iptables -A FORWARD -j DROP

Here are some examplesof the outputof thisfile:

Firewalldenies repliesto DNSqueries(UDPport 53) destinedto server192.168.1.102 on the homenetwork.

Feb 23 20:33:50 bigboy kernel: IN=wlan0 OUT= MAC=00:06:25:09:69:80:00:a0:c5:e1:3e:88:08:00 SRC=192.42.93.30 DST=192.168.1.102 LEN=220 TOS=0x00 PREC=0x00 TTL=54 ID=30485 PROTO=UDP SPT=53 DPT=32820 LEN=200

FirewalldeniesWindowsNetBIOStraffic(UDPport 138)

Feb 23 20:43:08 bigboy kernel: IN=wlan0 OUT= MAC=ff:ff:ff:ff:ff:ff:00:06:25:09:6a:b5:08:00 SRC=192.168.1.100 DST=192.168.1.255 LEN=241 TOS=0x00 PREC=0x00 TTL=64 ID=0 DF PROTO=UDP SPT=138 DPT=138 LEN=221

FirewalldeniesNetworkTime Protocol(NTP UDPport 123)

Feb 23 20:58:48 bigboy kernel: IN= OUT=wlan0 SRC=192.168.1.102 DST=207.200.81.113 LEN=76 TOS=0x10 PREC=0x00 TTL=64 ID=0 DF PROTO=UDP SPT=123 DPT=123 LEN=56

The trafficin all theseexamplesisn't destinedfor the firewall; Therefore, you shouldcheckyour INPUT, OUTPUT, FORWARD, and NAT relatedstatements. If the firewall's IP addressis involved, thenyou shouldfocus on the INPUT and OUTPUTstatements

If nothingshowsup in the logs, then followthe stepsin Chapter4, "SimpleNetworkTroubleshooting", to determinewhetherthe data is reachingyour firewallat all and, if it is not, the locationon your networkthat couldbe causingthe problem.

As a generalrule, you won't be ableto access the publicNAT IP addressesfrom serverson your homenetwork. BasicNAT testingrequiresyou to aska friend to try to connect to your homenetworkfrom the Internet.

Youcan thenuse the loggingoutputin /var/log/messagesto makesure that the translationsare occurringcorrectlyand iptablesisn't droppingthe packetsafter translationoccurs.

iptables Won't Start

The iptablesstartupscript expectsto find the /etc/sysconfig/iptablesbefore it starts. If none exists, thensymptomsincludethe firewallstatusalwaysbeingstoppedand the /etc/init.d/iptablesscript runningwithoutthe typical[OK] or [FAILED] messages.

If you have just installediptablesand have never applieda policy, thenyou willface thisproblem. Unfortunately, runningthe serviceiptablessavecommandbefore restartingwon't helpeither. Youhave to create thisfile.

[root@bigboy tmp]# service iptables start
[root@bigboy tmp]#

[root@bigboy tmp]# touch /etc/sysconfig/iptables
[root@bigboy tmp]# chmod 600 /etc/sysconfig/iptables

[root@bigboy tmp]# service iptables start
Applying iptables firewall rules: [  OK  ]
[root@bigboy tmp]#

Conclusion
A firewallis a criticalpart of any establishmentthat connectsto an unprotectednetworksuch as the Internet, but a firewallis never sufficient. Web sitesecurityinvolvesnot just protectionfrom corruptedpacketsor maliciouslyoverwhelmingvolumesof traffic, but alsoinvolvesdailydata backupsto helprecovery from device
failures, regularapplicationpatching, enforced passwordpolicies, restrictedand monitoredphysicalaccess to your servers, reliablepower and cooling, securedcabling, redundanthardware, and, probablymost importantly, welltrainedand motivatedemployees. Securityshouldbe viewedas anythingthat contributesto the
desiredrisk-free functioningof your site, and it is wellworth the moneyto investin and learnfrom a book that specializesin the topic.
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