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Introduction

Networksecurityis a primary considerationin any decisionto host a websiteas the threatsare becomingmore widespreadand persistentevery day. One meansof providingadditionalprotectionis to investin a firewall Though pricesare alwaysfalling in some casesyou maybe ableto createa comparableunit usingthe
Linuxiptablespackageon an existingserverfor littleor no additionalexpenditure

This chaptershowshow to converta Linuxserverinto:

= A firewallwhilesimultaneouslypeing your home websités mail web and DNS server
= A routerthat willuse NAT and port forwardingto both protect your home networkand have another web serveron your home networkwhilesharingthe publicIP addressof your firewall

Creatingan iptablesfirewallscript requires many steps but withthe aid of the sampletutorials you shouldbe ableto completea configurationrelativelyquickly

What Is iptables?

Originallythe most popularfirewalINAT packagerunningon Linux was ipchains but it had a numberof shortcomings To rectify this the Netfilterorganizationdecidedto createa new productcallediptables givingit such improvementsas:

= Better integrationwiththe Linux kernel withthe capabilityof loadingiptablesspecifickernel modulesdesignedfor improvedspeed and reliability

= Statefulpacketinspection This meansthat the firewallkeepstrack of each connectionpassingthroughit and in certaincaseswill view the contentsof data flows in an attemptto anticipatethe next actionof certainprotocols This is an importantfeature in the supportof activeFTP and DNS; as wellas many other
networkservices

Filteringpacketsbased on a MACaddressand the valuesof the flagsin the TCP header. This is helpfulin preventingattacksusingmalformedpacketsand in restrictingaccess from locallyattachedservers to other networksin spite of their IP addresses

Systemloggingthat providesthe option of adjustinghe level of detailof the reporting

Better networkaddresstranslation

Support for transparentintegrationwithsuch Web proxy programsas Squid

= A rate limitingfeature that helpsiptablesblock some types of denialof service(DoS) attacks

Considereda faster and more secure alternativeto ipchains iptableshas become the defaultfirewallpackageinstalledunder RedHatand Fedora Linux

Download And Install The Iptables Package

Before you begin, you need to make sure that the iptablessoftwareRPM is installed (See Chapter 6, "Installind.inux Software', if you need a refresher) Whensearchingfor the RPMs, rememberthat the filenameusuallystartswiththe softwarepackagename by a versionnumber as in iptables1.2.9-1.0.i386.rpm.

How To Start iptables

Youcanstart, stop, and restartiptablesafter bootingby usingthe commands

I
\[rootlbigboy tmp] # serviceiptablesstart
[roottbigboy tmp] # serviceiptablesstop
:[root@bigboy tmp] # serviceiptablesrestart

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Determining The Status of iptables

Youcan determinewhetheriptablesis runningor not via the serviceiptablesstatuscommand Fedora Core will givea simplestatusmessage For example

————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

E[root@bigboy tmp] # serviceiptablesstatus
Firewallis stopped
:[root@bigboy tmp] #

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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Packet Processing In iptables

Page 2

Allpacketsinspectedby iptablespassthrougha sequenceof builtin tables(queues) for processing Each of thesequeues is dedicatedto a particulartype of packetactivityand is controlledby an associatedpackettransformatiorfilteringchain

There are three tablesin total The firstis the mangletablewhichis responsiblefor the alterationof qualityof servicebitsin the TCP header. This is hardlyused in a home or SOHO environment

The second tableis the filter queue whichis responsiblefor packetfiltering It has three builtin chainsin whichyou can placeyour firewallpolicyrules Theseare the:

= Forwardchain Filterspacketsto servers protected by the firewall

» Input chain Filterspacketsdestinedfor the firewall
= Outputchain Filterspacketsoriginatingfrom the firewall

The third tableis the nat queue whichis responsiblefor networkaddresstranslation It has two builtin chaing theseare:

= Pre-routingchain NATSs packetswhen the destinationaddressof the packetneeds to be changed
» Postroutingchain NATSs packetswhen the source addressof the packetneeds to be changed

Table 14-1 Processing For Packets Routed By The Firewall

Queue e PacketTransformatioifChainin ChainFunction
Type Queue

Filter Packetfiltering =~ | rommee e Filterspacketsto servers accessibleby another NIC on the firewall
FORWARD :
Pereemeesnennennnesiesiesiessenneeseees + | Filterspacketsdestinedto the firewall
INPUT 1
Lot me et i
---------------------------------------------- Filterspacketsoriginatingfrom the firewall
OUTPUT :
Nat Network Address CGCCTTLELLLELEEEREEEEEREREEEREREREREReD » | Addresstranslationoccurs before routing Facilitatesthe transformationof the destinationlP addressto be compatiblewiththe firewals routing table UsedwithNAT of the destinationlP address alsoknownas destinationNAT or
Translation [PREROUTING | DNAT.
. Jd
pessesssssssess s | Addresstranslationoccurs after routing This impliesthat there wasno need to modify the destinationIP addressof the packetas in pre-routing UsedwithNAT of the source IP addressusingeither one-to-one or many-to-one NAT. This
[POSTROUTING i | isknownas sourceNAT, or SNAT.
CGCCTTLELLLELEEEREEEEEREREEEREREREREReD - | Networkaddresstranslationfor packetsgeneratedby the firewall (Rarelyused in SOHO environmenty
OUTPUT 1
Lot me et i
Mangle TCP headermodification | y--------c----eceeroooececooooeceeoooooooo | Modificationof the TCP packetqualityof servicebitsbefore routing occurs. (Rarelyused in SOHO environmenty
POSTROUTING §
OUTPUT H
IINPUT H
EFORWARD E

Youneed to specifythe tableand the chain for each firewallrule you create. There is an exception Mostrulesare relatedto filtering so iptablesassumesthat any chainthat's defined withoutan associatedtablewillbe a part of the filtertable The filtertableis therefore the default

To helpmakethisclearer, takea lookat the way packetsare handledby iptables In Figure14.1 a TCP packetfrom the Internetarrivesat the firewalls interface on Network A to createa data connection

The packetis firstexaminedby your rulesin the mangletablds PREROUTINGchain, if any. It is then inspectedby the rulesin the nat tablds PREROUTINGchainto see whetherthe packetrequires DNAT. It is then routed

If the packetis destinedfor a protectednetwork thenit is filtered by the rulesin the FORWARDchain of the filter tableand, if necessary the packetundergoesSNAT in the POSTROUTINGchainbefore arrivingat Network B. Whenthe destinationserverdecidesto reply, the packetundergoesthe samesequenceof steps
Both the FORWARDand POSTROUTINGchains may be configuredto implementqualityof service(QoS) featuresin their mangletables but thisis not usuallydone in SOHO environments

If the packetis destinedfor the firewallitself thenit passesthrough the mangletableof the INPUT chain if configured before being filteredby the rulesin the INPUT chain of the filter tablebefore. If it successfullypassestheseteststhenit is processedby the intendedapplicationon the firewall

At some point the firewallneeds to reply. This reply is routed and inspectedby the rulesin the OUTPUT chain of the mangletablg if any. Next, the rulesin the OUTPUT chain of the nat tabledeterminewhether DNAT is requiredand the rulesin the OUTPUT chain of the filter tableare then inspectedto help restrict
unauthorizedpackets Finally before the packetis sent back to the Internet SNAT and QoS manglings done by the POSTROUTINGchain

Figure 14-1 Iptables Packet Flow Diagram
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It isnow timeto discussthe waysin whichyou add rulesto thesechains

Targets And Jumps

Each firewallrule inspectseach IP packetand then triesto identifyit as the targetof some sort of operation Once a targetis identified the packetneeds to jumpover to it for furtherprocessing Table 14.2 liststhe builtin targetsthat iptablesuses

Table 14-2 Descriptions Of The Most Commonly Used Targets

target Desciption Most CommonOptions

http://www.linuxhomenetworking.com/wiki/index.php/Quick HOWTO : Chl4 : Linux Firewalls_Using_iptables

ACCEPT
= iptablesstops further processing N/A
= The packetis handed over to the end applicationor the operatingsystemfor processing
DROP
= iptablesstops further processing N/A
= The packetis blocked
LOG e ettt ettt et e e m e mmmeen g
= The packetinformationis sent to the syslogdaemon for logging --log-prefix "stringd
= iptablescontinuesprocessingwiththe nextrule in the table oo o o o o o o E o E o o o E oo f oo S m oo i
= Asyou can't logand drop at the sametimg it is common to have two similamrulesin sequence The first willlog the packet the second willdrop it. Tells iptablesto prefix all log messageswitha user definedstring Frequentlyused to tell why the loggedpacketwas dropped
REJECT | et
= Workslikethe DROPtarget, but willalsoreturnan error messageto the host sendingthe packetthat the packetwasblocked --rejectwithqualifier E
The qualifiertellswhat type of reject messageis returned Qualifiersinclude
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iicmp-port-unreachable(default
iicmp—net—unreachable
‘icmp-host-unreachable
licmp-protc-unreachable
\icmp-net-prohibited
iicmp-host-prohibited
itcp-reset

iecho— reply

DNAT

= Usedto do destinationnetworkaddresstranslation ie. rewritingthe destinationlP addressof the packet

SNAT

= Usedto do sourcenetworkaddresstranslationrewritingthe source IP addressof the packet
= The sourceIP addressis user defined

MASQUERADE

= Usedto do Source Network AddressTranslation
» By defaultthe source IP addressis the sameas that used by the firewalls interface

Specifiesthe range of source ports to whichthe originalsource port can be mapped

Important Iptables Command Switch Operations

Page 3

Each line of an iptablesscriptnot onlyhas a jump but they alsohave a numberof commandline optionsthat are used to appendrulesto chainsthat match your defined packetcharacteristicssuch the source IP addressand TCP port. There are alsooptionsthat can be used to just cleara chainso you canstartall over again
Tables 14.2 through 14.6 listthe most common options

Table 14-2 General Iptables Match Criteria

iptablescommandSwitch Desciption

-t <-table->

If you don't specifya table thenthe £i1ltertableisassumed As discussedbefore, the possiblebuiltin tablesinclude filter, nat, mangle

-j <target>

Jump to the specifiedtargetchain when the packetmatchesthe current rule.

A Appendruleto end of a chain

-F Flush Deletesall the rulesin the selectedtable

-p <protocol-type>

Matchprotocol Types includg icmp, tcp, udp, and all

-s <ip-address>

Matchsource IP address

-d <ip-address>

MatchdestinationIP address

-i <interface-name>

Match"input' interface on whichthe packetenters

-0 <interface-name>

Match"output' interface on whichthe packetexits

In thiscommandswitchesexample

Fmm e e e e e e e o e e e e o R e R e R R e R e e e o R R R e e o R e R e e e o R e R e e R o R e e e e o R e R e e R o R e e e e o R e e R o R e R e e o R R e e e o R e R e e e R e e e e R o R e R e R R e e e e e S e R e M e e e RS Aesmemsessemsmesmeseesmemsee—e '
: |
iptables-A INPUT -s 0/0 -i eth) -d 192.168.1.1 ~-p TCP -j ACCEPT '
: :
L e e e e e e e e e e e e e m f)

iptablesis being configuredto allowthe firewallto accept TCP packetscomingin on interfaceethO from any IP addressdestinedfor the firewalls IP addressof 192.168.1.1. The 0/0 representationof an IP addressmeansany.

Table 14-4 Common TCP and UDP Match Criteria

Switch Desciption

-p tcp --sport <port>

TCP sourceport. Canbe a singlevalue or a rangein the format startportnumberend-portnumber

-p tcp --dport <port>

TCP destinationport. Canbe a singlevalue or a rangein the format startingport-endingport

-p tcp --syn

Usedto identifya new TCP connectionrequest ! --syn means not a new connectionrequest

-p udp --sport <port>

UDP sourceport. Canbe a singlevalueor a rangein the format: startingport-endingport

-p udp --dport <port>

UDP destinationport. Canbe a singlevalue or a rangein the format startingportendingport

In thisexample

liptables-A FORWARD-s 0/0 —-i eth) -d 192.168.1.58 -0 ethl -p TCP \
' --sport 1024: 65535 --dport 80 -j ACCEPT

iptablesis being configuredto allowthe firewallto accept TCP packetsfor routing when they enter on interfaceethQ from any IP addressand are destinedfor an IP addressof 192.168.1.58 that is reachablevia interfaceethl. The sourceport is in the range 1024 to 65535 and the destinationport is port 80 (wwwhttp).

Table 14-5 Common ICMP (Ping) Match Criteria

Matchesused with -—icmp-type Desciption

--icmp-type <type>

The most commonlyused typesare echo-reply and echo-request

In thisexample

‘iptables-A OUTPUT -p icmp --icmp-type echo-request -j ACCEPT
iptables-A INPUT -p icmp --icmp-type echc-reply -j ACCEPT

iptablesis being configuredto allowthe firewallto send ICMP echo-requests(pings) and in turn, accept the expected ICMP echo-replies

Consideranother example

‘iptables-A INPUT -p icmp --icmp-type echo-request \
' -m limit --limit1l/s -i eth0 -j ACCEPT

The limitfeature in iptablesspecifiesthe maximumaveragenumberof matchesto allowper second. You can specifytimeintervalsin the format/second, /minutg /hour, or /day, or you canuse abbreviationso that 3/second is the sameas 3/s.

In thisexamplg ICMP echo requestsare restrictedto no more thanone per second. Whentuned correctly; thisfeature allowsyou to filterunusuallyhighvolumesof traffic that characterizedenialof service(DOSY) attacksand Internetworms

Youcan expandon the limitfeature of iptablesto reduce your vulnerabilityto certaintypesof denialof serviceattack Here a defensefor SYN flood attackswas created by limitinghe acceptanceof TCP segmentswiththe SYN bit set to no more than five per second.

Table 14-6 Common Extended Match Criteria

Switch Desciption

-m multiport --sports <port, port>

A varietyof TCP/UDP source ports separatedby commas Unlikewhen -m isn't used, they do not have to be withina range

-m multiport --dports <port, port>

A varietyof TCP/UDP destinationports separatedby commas Unlikewhen -m isn't used, they do not have to be withina range.

-m multiport --ports <port, port>

A varietyof TCP/UDP ports separatedby commas Source and destinationports are assumedto be the sameand they do not have to be withina range.

-m --state <state>

The most frequentlytestedstates are:
ESTABLISHED The packetis part of a connectionthat has seen packetsin both directions

NEW: The packetis the startof a new connection

RELATED The packetis startinga new secondaryconnection This is a common feature of such protocolssuch as an FTP data transfer or an ICMP error.

INVALID The packetcouldrdt be identified Could be due to insufficientsystemresources or ICMP errors that don't match an existingdata flow.

This is an expansionon the previousexample

iptables-A FORWARD-s 0/0 -i eth) -d 192.168.1.58 -o ethl -p TCP \

' --sport 1024: 65535 -m multiport--dports 80,443 -j ACCEPT

liptables-A FORWARD-d 0/0 -o eth) -s 192.168.1.58 -i ethl -p TCP \
1 -m state --state ESTABLISHED-j ACCEPT

Here iptablesis being configuredto allowthe firewallto accept TCP packetsto be routed when they enter on interfaceethO from any IP addressdestinedfor IP addressof 192.168.1.58 that is reachablevia interfaceethl. The sourceport is in the range 1024 to 65535 and the destinationports are port 80 (wwwhttp) and
443 (https). The returnpacketsfrom 192.168.1.58 are allowedto be acceptedtoo. Instead of statingthe source and destinationports, you can simplyallowpacketsrelatedto establishedconnectionsusingthe -m state and --state ESTABLISHEDoptions

Using User Defined Chains
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As you mayremember, you can configureiptablesto have user-defined chains This feature is frequentlyused to help streamlinethe processingof packets For examplg insteadof usinga singlg builtin chain for all protocols you canuse the chainto determinethe protocol type for the packetand then hand off the actual
final processingto a user-defined, protocokspecificchainin the filtertable In other words, you canreplacea longchainwitha stubbymainchain pointingto multiplestubbychains therebyshorteningthe totallength of all chainsthe packethas to passthrough. For example

iiptables-A INPUT -i eth0 -d 206.229.110.2 -j fast inputqueue
iiptables—A OUTPUT -0 eth0 -s 206.229.110.2 -j fast-output-queue
i

iiptables—A fast-input-queue -p icmp -j icmp-queue-in
liptables-A fast-output-queue -p icmp -j icmp-queue-out
i

iiptables—A icmp-queue-out -p icmp --icmp-type echo-request \
-m state --state NEW -j ACCEPT

1
iiptables-A icmp-queue-in -p icmp --icmp-type echo-reply -j ACCEPT

Here six queues help assistin improvingprocessingspeed. Table 14.7 summarizesthe functionof each.

Table 14.7 Custom Queues Example Listing

Chain Desciption

INPUT The regularbuiltin INPUT chainin iptables

OUTPUT The regularbuiltin OUTPUT chainin iptables

fast-input-queue | Inputchaindedicatedto identifyingspecificprotocolsand shuntingthe packetsto protocolspecificchains

fast-output-queue| Qutputchaindedicatedto identifyingspecificprotocols and shuntingthe packetsto protocol specificchains

icmp-queue-out Outputqueuededicatedto ICMP

icmp-queue-in Input queuededicatedto ICMP

Saving Your iptables Scripts

The serviceiptablessavecommandpermanentlysaves the iptablesconfigurationin the /etc/sysconfigiptablesfile. Whenthe systemreboots, the iptablesrestore programreads the configurationand makesit the activeconfiguration
The format of the /etc/sysconfigiptablesfile is slightlydifferentfrom that of the scriptsshownin thischapter. The initializatiorf builtin chainsis automaticand the string"iptable$' is omitted from the rule statements

Here is a sample/etc/sysconfigiptablesconfigurationthat allowsICMP, IPSec (ESP and AH packets), alreadyestablishedconnections and inbound SSH.

i[root@bigboy tmp] # cat /etc/sysconfigiptables

# Generatedby iptablessavevl.2.9 on Mon Nov 8 11:00:07 2004
wfilter

1: INPUT ACCEPT [0:0]

1: FORWARDACCEPT [0:0]

1:OUTPUT ACCEPT [144:1274§

I:RH-Firewal}*1-INPUT - [0:0]

-A INPUT -j RH-Firewal}*1-INPUT

\-A FORWARD -j RH-Firewal*1-INPUT

\-A RH-Firewal*1-INPUT -i lo -j ACCEPT

—~A RH-Firewal*1-INPUT -p icmp -m icmp --icmp-type 255 -j ACCEPT

—A RH-Firewal*1-INPUT -p esp -j ACCEPT

'-A RH-Firewal*1-INPUT -p ah -j ACCEPT

\-A RH-Firewal*1-INPUT -m state --state RELATED ESTABLISHED-j ACCEPT
i~A RH-Firewal*1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
i-A RH-Firewal}*1-INPUT -j REJECT --rejectwith icmp-host-prohibited
ICOMMIT

# Completedon Mon Nov 8 11:00:07 2004

\[rootebigboy tmp] #

i

Itisnevera good ideato edit thisscriptdirectlybecauseit is alwaysoverwrittenby the savecommandand it doesn't saveany commentsat all, whichcan alsomakeit extremelydifficultto follow. For thesereasons you're better off writingand applyinga customizedscriptand then usingthe serviceiptablessavecommandto
makethe changespermanent

Fedora's iptables Rule Generator

Fedora comes witha programcalledlokkitthat you canuse to generatea veryrudimentaryfirewallrule set. It prompts for the level of securityand then givesyou the option of doingsimplecustomizationsIt isa good placefor beginnersto starton a test systemso that they can see a generalrule structure
Like the serviceiptablessavecommand lokkitsaves the firewallrulesin a new /etc/sysconfigiptablesfile for use on the next reboot.

Once you have become familiarwiththe iptablessyntax it's best to writescriptsthat you can commentand thensaveit to /etc/sysconfigiptables It makesthem much more manageableand readable

Recovering From A Lost Script

Sometimesthe script you created to generateiptablesrules may get corrupted or lost, or you mightinherita new systemfrom an administerand cannot find the originalscriptused to protect it. In thesesituations you can use the iptablessaveand iptablesrestore commandsto assistyou withthe continuedmanagementof the
server

Unlikethe serviceiptablessavecommand whichactuallysaves a permanentcopy of the firewalls activeconfigurationin the /etc/sysconfigiptablesfile, iptablessavedisplaysthe activeconfigurationto the screen in /etc/sysconfigiptablesformat. If you redirectthe iptablessavescreen outputto a file withthe > symbol then
you can edit the outputand reload the updated rules when they meet your new criteriawiththe iptablesrestore command

This exampleexportsthe iptablessaveoutputto a text file named firewaltconfig,

i[rootebigboy tmp] # iptablessave > firewaliconfig
i[root@bigboy tmp] # cat firewaltconfig

# Generatedby iptablessavev1.2.9 on Mon Nov 8 11:00:07 2004
*filter

1: INPUT ACCEPT [0:0]

i1 FORWARDACCEPT [0:0]

11 OUTPUT ACCEPT [144:12749

:RH-Firewalk1-INPUT - [0:0]

\-A INPUT -j RH-Firewal:1-INPUT

\~A FORWARD -j RH-Firewal*1-INPUT

i-A RH-Firewal}*1-INPUT -i lo -3j ACCEPT

E—A RH-Firewal*1-INPUT -p icmp -m icmp --icmp-type 255 -j ACCEPT

-A RH-Firewal*1-INPUT -p esp -j ACCEPT

-A RH-Firewal*1-INPUT -p ah -j ACCEPT

\-A RH-Firewal*1-INPUT -m state --state RELATED ESTABLISHED-j ACCEPT
E—A RH-Firewal*1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A RH-Firewal*1-INPUT -j REJECT --reject-with icmp-host-prohibited
ICOMMIT

# Completedon Mon Nov 8 11:00:07 2004
\[rootlbigboy tmp] #

If desired you can eventuallyconvert this firewallconfig file into a regulariptablesscript so that it becomes more easilyrecognizableand manageable

Loading Kernel Modules Needed By iptables

The iptablesapplicationrequires you to load certainkernel modulesto activatesome of its functions Wheneverany type of NAT isrequired the iptable nat moduleneeds to be loaded The ip_conntrack ftp moduleneeds to be added for FTP supportand shouldalwaysbe loaded withthe ip_conntrackmodulewhichtracks
TCP connectionstates. As most scriptsprobablywillkeep track of connectionstates theip_conntrackmodulewillbe needed in any case The ip_nat ftp modulealsoneeds to be loaded for FTP serversbehinda NAT firewall

Unfortunately the /etc/sysconfigiptablesfile doesn't supportthe loadingof modules so you'll have to add the statementsto your /etc/rc.local file whichis run at the end of every reboot.

The scriptsamplesin thischapterincludethese statementsonly as a reminderto placethem in the /etc/rc.local file

i
i# File: /etc/rc.local
i

i# Module to track the state of connections
modprobeip conntrack

i

h
i
i
i
i
! i
i# Load the iptablesactive FTP moduleg requiresip conntrack :
:modprobeipfconntrac]ﬁ(ftp !
i
i
i
i
i
i
i

i# Load iptablesNAT module when required
modprobeiptable nat

i
i# Module requiredfor active an FTP server using NAT
modprobeip nat ftp

i

Sample iptables Scripts

This section providessome samplescriptsyou canuse to get iptablesworkingfor you. Pay specialattentionto the loggingexampleat the end.
The basicinitializatiorscript snippetshouldalsobe includedin all your scriptsto ensurethe correct initializatiomf your chainsshouldyou decideto restartyour scriptafter startup This chapteralsoincludesother snippetsthat willhelp you get basic functionality It shouldbe a good guideto get you started
Note: Once you feel more confident you canuse AppendixIl "Codes, Scripts and Configurations, to find detailedscripts The appendixshowsyou how to allowyour firewallto:

Be used as a Linux Web, mailand DNS server

Be the NAT router for your home network

= Preventvarioustypes of attacksusingcorrupted TCP, UDP and ICMP packets
Provideoutbound passiveF TP access from the firewall

There are alsosimplercode snippetsin the AppendixIl "Codes, Scripts and Configuration$, for Inboundand outbound FTP connectionsto and from your firewall

Basic Operating System Defense

Youcan do severalthingsbefore employingyour firewallscriptto improvethe resilienceof your firewallto attack For examplg the Linux operatingsystemhas a numberof builtin protectionmechanismsthat you shouldactivateby modifyingthe systemkernel parametersin the /proc filesystemvia the /etc/sysctlconf file.
Usingof /etc/sysctlconf to modify kernel parametersis explainedin more detailin , AppendixI "Miscellaneoud.inux Topics'.

Here is a sampleconfiguration

# Disableroutingtriangulation Respondto queriesout
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:# the same interface not another Helps to maintainstate
# AlsoprotectsagainstIP spoofing

net/ipvd/conf/all/log martians= 1

o

# Disableredirects

net/ipvd/conf/all/accept source route= 0

o

# Disableacceptanceof ICMP redirects

net/ipvd/tcp syncookies= 1

-

# Disablerespondingto pingbroadcasts

!
:# Enable IP routing Requiredif your firewallis protectinga
# network NAT included

Advanced iptables Initialization

Youmayalsowant to add some more advancedinitializatiorsteps to your script includingchecks for Internettraffic from RFC1918 privateaddresses The samplescriptsnippetbelowoutlineshow to do this More complexinitializationsvouldincludechecks for attacksusinginvalidTCP flagsand directed broadcastswhich
are beyond the scope of thisbook.

The scriptalsouses multipleuser-defined chainsto makethe script shorter and fasteras the chains can be repeatedlyaccessed This removesthe need to repeat the samestatementsover and over again

Youcan takeeven more precautionsto further protect your network The completefirewallscriptin AppendixII "Codes, Scripts and Configuration$, outlinesmost of them.

P e e e e e e e e e e e e e e e e e e e e e e e e e e MMM e S s e s 1

Weh=hf b=t bt b=t bbbt bbbt =h b= b =p=h b= b= h=# =
i

i# Definenetworks NOTE!! You may want to put these "EXTERNAD
# definitionsat the top of your script
I

i
H=t=t=t=t=d=d=d=d=d=d=d=d=d=d=d=d=d=d=d =t ===t ===t ===t =4 =4=
EEXTERNAEINTE"ethO" # Externallnternetinterface
EXTERNALIP="97.158.253.25" # InternetInterfacelP address
U
W Initializeour user-definedchains

I# _______________________________________________________________

iiptables—N validsrc
iiptables-N valid-dst
I

|
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
: :
iiptables-A INPUT -i $EXTERNALINT -j validsrc i
iptables-A FORWARD -i S$SEXTERNALINT -j validsrc i
iptables-A OUTPUT -o $EXTERNALINT -j validdst !
iptables-A FORWARD -o $EXTERNALINT -j validdst '
: :
i#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:# i
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:

it
# Source and DestinationAddressSanity Checks

W# Drop packetsfromnetworkscoveredin RFC 1918 (privatenets
# Drop packetsfromexternalinterfacelIP

i
i#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#:#
iiptables—A validsrc -s 10.0.0.0/8 -j DROP

iptables-A validsrc -s 172.16.0.0/12 -j DROP

iptables-A validsrc -s 192.168.0.0/16 -j DROP

iiptables-A validsrc -s 224.0.0.0/4 -3j DROP

iptables-A validsrc -s 240.0.0.0/5 -3j DROP

iptables-A validsrc -s 127.0.0.0/8 -3j DROP

liptables-A validsrc -s 0.0.0.0/8 -3j DROP
iiptables-A validsrc -d 255.255.255.255 -j DROP

iptables-A validsrc -s 169.254.0.0/16 -j DROP
iiptables-A validsrc -s SEXTERNALIP -3 DROP

iptables-A validdst -d 224.0.0.0/4 -3 DROP

I

Allowing DNS Access To Your Firewall

Youll almostcertainlywant your firewallto make DNS queriesto the Internet This is not becauseit is required for the basic functionalityof the firewall but becauseof Fedora Linuxs yum RPM updater whichwillhelp to keep the serverup to date withthe latestsecuritypatches The followingstatementswillapplynot only
for firewallsactingas DNS clientsbut also for firewallsworkingin a cachingor regular DNS serverrole.

# Allow outboundDNS queriesfrom the FW and the repliestoo
# - Interfaceeth) is the internetinterface

W Zone transfersuse TCP and not UDP. Most home networks
% / websitesusing a single DNS serverwon't requireTCP statements

&

e
\iptables-A OUTPUT -p udp -0 eth) --dport 53 --sport 1024:65535 \

' -j ACCEPT

Eiptables—A INPUT -p udp -1 eth0 --sport 53 --dport 1024:65535 \

: -j ACCEPT

Allowing WWW And SSH Access To Your Firewall

This samplesnippetis for a firewallthat doublesas a web serverthat is managedremotelyby its systemadministratowvia secure shell (SSH) sessions Inboundpacketsdestinedfor ports 80 and 22 are allowedtherebymakingthe first stepsin establishing connection It isn't necessaryto specifytheseports for the returnleg
as outbound packetsfor all establishedconnectionsare allowed Connectionsinitiatedby personsloggedinto the Web serverwillbe deniedas outbound NEW connectionpacketsaren't allowed

i# Allow previouslyestablishedconnections
# - Interfaceeth0 is the internetinterface

iiptables-A OUTPUT -o eth) -m state —--state ESTABLISHEPRELATED \
i .
-j ACCEPT

i
W Allowport 80 (www) and 22 (SSH) connectionsto the firewall
i

i
iiptables—A INPUT -p tcp -1 eth0 --dport 22 --sport 1024:65535 \
! -m state --state NEW -j ACCEPT
liptables-A INPUT -p tcp -i eth0) --dport 80 --sport 1024:65535 \
-m state --state NEW -j ACCEPT

o i

Allowing Your Firewall To Access The Internet

This iptablesscriptenablesa user on the firewallto use a Web browserto surfthe Internet HTTP trafficuses TCP port 80, and HTTPS uses port 443.

Note: HTTPS (secure HTTP) isused for creditcard transactionsfrequently as wellas by RedHatLinux servers runningup2date. FTP and HTTP are frequentlyused withyum.

liptables-A OUTPUT -j ACCEPT -m state \
--state NEW, ESTABLISHEPRELATED -0 eth0 -p tcp \
-m multiport--dports 80,443 --sport 1024: 65535

i
W Allow previouslyestablishedconnections
i# - Interfaceeth0 is the internetinterface

o i

P o o o o e oo .
E—m multiport--dports 80,443 --sport 1024: 65535 E
L e e e e o oo e oo oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo e o o e e e o e e e e o e o o e e e e e e e e o e e o e e e o e e e e o o o e e o e e e e e e e o o o e e e o o e e e oo o o e e e e e e e o o o e e o e e e e e e e e e e e o e e o o m e m e m e e 1

Allow Your Home Network To Access The Firewall

In thisexamplg ethl is directlyconnectedto a homenetworkusing IP addressesfrom the 192.168.1.0 network Alltrafficbetweenthisnetworkand the firewallis simplisticallgssumedto be trustedand allowed

Furtherrules willbe needed for the interface connectedto the Internetto allowonlyspecificports, typesof connectionsand possiblyeven remote servers to have access to your firewalland home network

i# Allow all bidirectionakrafficfromyour firewallto the
# protectednetwork
W - Interfaceethl is the privatenetworkinterface

iiptables—A INPUT -3j ACCEPT -p all -s 192.168.1.0/24 -i ethl
iiptables-A OUTPUT -3j ACCEPT -p all -d 192.168.1.0/24 -o ethl
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Masquerading (Many to One NAT)

As explainedin Chapter2, "Introductionto Networking, masqueradingis another name for what many callmany to one NAT. In other words, traffic from all deviceson one or more protected networkswillappearas if it originatedfrom a singleIP addresson the Internetsideof the firewall
Note: The masqueradelP addressalwaysdefaultsto the IP addressof the firewalls maininterface The advantageof thisis that you never have to specifythe NAT IP address This makesit mucheasierto configureiptablesNAT withDHCP.

Youcan configuremanyto one NAT to an IP alias usingthe POSTROUTINGand not the MASQUERADEtatement An exampleof thiscanbe seen in the staticNAT section that follows

Page 6

Keep in mindthat iptablesrequires the iptables nat moduleto be loaded withthe modprobecommand for the masqueradefeature to work Masqueradinglsodependson the Linux operatingsystembeing configuredto supportrouting betweenthe internetand privatenetworkinterfacesof the firewall This is done by

enablinglP forwardingor routing by givingthe file /proc/sysnet/ipwd/ip_forward the value 1 as opposed to the defaultdisabledvalue of 0.

Once masqueradinghas been achievedusingthe POSTROUTINGchain of the nat tablg you willhave to configureiptablesto allowpacketsto flow betweenthe two interfaces To do this use the FORW ARDchain of the filtertable More specificallypacketsrelatedto NEW and ESTABLISHEDconnectionswillbe

allowedoutboundto the Internet but onlypacketsrelatedto ESTABLISHEDconnectionswillbe allowedinbound This helpsto protect the home network from anyone tryingto initiateconnectionsfrom the Internet

-
# Load the NAT module

\

#

# Note: It is best to use the /etc/rc.local examplein this

hid chapter Thisvaluewill not be retainedin the

i3 /etc/sysconfigiptablesfile. Includedonly as a reminder

\

# _______________________________________________________________

#--—-——
# Enable routingby modifyingthe ip forward /proc filesystemfile

!

#

# Note: It is best to use the /etc/sysctlconfexamplein this

i3 chapter Thisvaluewill not be retainedin the

# /etc/sysconfigiptablesfile. Includedonly as a reminder
e

I
lecho 1 > /prod/sys/net/ipvd/ip_forward

|# _______________________________________________________________
# Allow masquerading

# - Interfaceeth) is the internetinterface

:# - Interfaceethl is the privatenetworkinterface

e e e e e il

iptables-A POSTROUTING-t nat -—o eth) -s 192.168.1.0/24 -d 0/0 \
| -j MASQUERADE

¥ Prior to masquerading the packetsare routedvia the filter
# table s FORWARDchain

% Allowedoutbound New, establishedand relatedconnections
# Allowedinbound : Establishedand relatedconnections

iiptables-A FORWARD-t filter -o eth) -m state\

' --state NEW, ESTABLISHEPRELATED -j ACCEPT
'iptables-A FORWARD -t filter -i eth0 -m state\
--state ESTABLISHEPRELATED -j ACCEPT

Note: If you configureyour firewallto do masqueradingthen if shouldbe the used as the defaultgatewayfor all your servers on the network

Port Forwarding Type NAT (DHCP DSL)

In many caseshomeusersmay get a singleDHCP publicIP addressfrom their ISPs. If a Linux firewallis alsoyour interfaceto the Internetand you wantto hosta Web site on one of the NAT protectedhome servers, thenyou willhave to use port forwarding Here the combinationof the firewalls singleIP address the

remote servet's [P address and the source/destinationport of the trafficcan be used to uniquelyidentifya traffic flow. Alltrafficthat matchesa particularcombinationof these factors may thenbe forwardedto a singleserveron the privatenetwork

Port forwardingis handledby the PREROUTINGchain of the nat table As in masqueradingthe iptables nat modulehas to be loadedand routing has to be enabledfor port forwardingto work Routingtoo mustbe allowedin iptableswiththe FORWARDchain, thisincludesall NEW inboundconnectionsfrom the Internet

matchingthe port forwardingport plusall future packetsrelated to the ESTABLISHEDconnectionin both directions

o m
# Load the NAT module

i

# Note: It is best to use the /etc/rc.local examplein this

i chapter Thisvaluewill not be retainedin the

i /etc/sysconfigiptablesfile. Includedonly as a reminder

o

# Get the IP addressof the Internetinterfaceethd) (linuxonly)

¥ You'll have to use a differentexpressionto get the IP address
¥ for other operatingsystemswhich have a differentifconfigoutput
# or enter the IP addressmanuallyin the PREROUTINGstatement

# This is best when your firewallgets its IP addressusing DHCP.
# The externallP addresscould just be hard coded ("typedin
% normally)

:# ———————————————————————————————————————————————————————————————
lexternalint="ethO"

lexternalip=""ifconfig$externalint | grep 'inet addr' | \

' awk '{print $2}' | sed -e 's/.*://'""

b
# Enable routingby modifyingthe ip forward /proc filesystemfile

#

# Note: It is best to use the /etc/sysctlconf examplein this

ki chapter Thisvaluewill not be retainedin the

# /etc/sysconfigiptablesfile. Includedonly as a reminder

e

# Allow port forwardingfor trafficdestinedto port 80 of the
# firewalls IP addressto be forwardedto port 8080 on server
i 192.168.1.200

#

# - Interfaceeth) is the internetinterface

W - Interfaceethl is the privatenetworkinterface

I# _______________________________________________________________

iptables-t nat —-A PREROUTING-p tcp —i eth) -d Sexternalip \
| --dport 80 --sport 1024: 65535 -3 DNAT --to 192.168.1.200:8080

% After DNAT, the packetsare routedvia the filter tables

# FORWARDchain

# Connectionson port 80 to the targetmachineon the private
# networkmust be allowed

Eiptables—A FORWARD -p tcp -i eth) -o ethl -d 192.168.1.200 \
' --dport 8080 --sport 1024: 65535 -m state --state NEW -j ACCEPT

iptables-A FORWARD -t filter -o eth) -m state\

| --state NEW, ESTABLISHEPRELATED -j ACCEPT
‘iptables-A FORWARD -t filter -i eth0 -m state\
--state ESTABLISHEPRELATED -j ACCEPT

Static NAT

In thisexamplg all trafficto a particulapublic IP address not just to a particularport, is translatedto a singleserveron the protectedsubnet Becausethe firewallhas more thanone IP address I can't recommendM ASQUERADE it will force masqueradingas the IP addressof the primaryinterfaceand not as any of the

aliasIP addressesthe firewallmay have. Instead use SNAT to specifythe aliasIP addressto be used for connectionsinitiatedby all other servers in the protected network

Note: Althoughthe nat tableNATs all trafficto the targetservers (192.168.1.100 to 102), only connectionson ports 80,443 and 22 are allowedthrough by the FORWARDchain Alsonoticehow you have to specifya separate-m multiportoption wheneveryou need to match multiplenon-sequentialports for both source

and destination

In thisexamplethe firewall

= Usesone to one NAT to makethe server192.168.1.100 on your home networkappearon the Internetas IP addresses97.158.253.26.
» Createsa manyto one NAT for the 192.168.1.0 home networkin whichall the servers appearon the Internetas IP address97.158.253.29. This is differentfrom masquerading

Youwillhaveto create aliasIP addressesfor each of these InternetIPs for one to one NAT to work

-
i# Load the NAT module

i

W

# Note: It is best to use the /etc/rc.local examplein this

i chapter Thisvaluewill not be retainedin the

i# /etc/sysconfigiptablesfile. Includedonly as a reminder

e e

-
i# Enable routingby modifyingthe ip forward /proc filesystemfile

i

W

# Note: It is best to use the /etc/sysctlconfexamplein this

i chapter Thisvaluewill not be retainedin the

i# /etc/sysconfigiptablesfile. Includedonly as a reminder

e

-
# NAT ALL traffic

WHEFE RS

# REMEMBERto createaliasesfor all the internetIP addressesbelow
WHEFE AR S

i

i# TO: FROM: MAP TO SERVER

W 97.158.253.26 Anywhere 192.168.1.100 (1:1 NAT - Inbound
# Anywhere 192.168.1.100 97.158.253.26 (1:1 NAT - Outbound
# Anywhere 192.168.1.0/24 97.158.253.29 (FW IP)

i

¥ SNAT is used to NAT all other outboundconnectionsinitiated
¥ fromthe protectednetworkto appear to come from
W IP address 97.158.253.29

# POSTROUTING
i3 NATs source IP addresses Frequentlyused to NAT connectionsfrom
i3 your home networkto the Internet

# PREROUTING
W NATs destinationIP addresses Frequentlyused to NAT
i3 connectionsfrom the Internetto your home network

W

W - Interfaceeth0 is the internetinterface

W - Interfaceethl is the privatenetworkinterface

i

M e -

# PREROUTINGstatementsfor 1:1 NAT
# (Connectionsoriginatingfromthe Internef

'
iiptables-t nat -A PREROUTING-d 97.158.253.26 -i eth) \
i -j DNAT --to-destinationl92.168.1.100

i# POSTROUTINGstatementsfor 1:1 NAT
W (Connectionsoriginatingfrom the home networkservers
i

iiptables—t nat -A POSTROUTING-s 192.168.1.100 -o eth0 \
! -j SNAT --to-source 97.158.253.26

i
# POSTROUTINGstatementsfor Many:1 NAT

i# (Connectionsoriginatingfrom the entire home network
i

:iptables—t nat —A POSTROUTING-s 192.168.1.0/24 \
-j SNAT -o eth0 --to-source 97.158.253.29
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# Allow forwardingto each of the serverscontiguredfor 1:1 NAT '
# (For connectionsoriginatingfromthe Internet Noticehow you !
# use the real IP addresseshere !
! '
iiptables—A FORWARD -p tcp -i eth) -o ethl -d 192.168.1.100 \ i
! -m multiport--dports 80,443,22 \ i
! -m state --state NEW -j ACCEPT !
H 1
i i
i# Allow forwardingfor all New and EstablishedSNAT connections :
# originatingon the home networkAND alreadyestablished '
# DNAT connections !
H 1
iiptables-A FORWARD -t filter -o eth) -m state\ 1
i --state NEW, ESTABLISHEPRELATED -j ACCEPT 1
H 1
i# Allow forwardingfor all 1:1 NAT connectionsoriginatingon !
W the Internetthat have alreadypassed throughthe NEW forwarding !
# statementsabove !
H 1

i

i

i

i

iiptables—A FORWARD -t filter -i eth0) -m state \
! --state ESTABLISHEPRELATED -j ACCEPT

Troubleshooting iptables

A numberof toolsare at your disposalfor troubleshootingptablesfirewallscripts One of the best methodsis to log all dropped packetsto the /var/logmessagesfile.

Checking The Firewall Logs

Youtrack packetspassingthrough the iptableslistof rulesusingthe LOG target Youshouldbe awarethat the LOG target

» Logsalltrafficthat matchesthe iptablesrule in whichit is located.
= Automaticallywritesan entry to the /var/logmessagesfile and then executesthe nextrule.

If you wantto log onlyunwantedtraffig therefore, you have to add a matchingrule witha DROPtargetimmediatelyafter the LOG rule. If you don't, you'll find yourselfloggingboth desiredand unwantedtraffic withno way of discerningbetweenthe two, becauseby defaultiptablesdoesn't state why the packetwas logged
in itslog message

This examplelogsa summaryof failed packetsto the file /var/log'messages Y ou can use the contentsof thisfile to determinewhichTCP/UDP ports you need to open to provideaccess to specifictrafficthat is currentlystopped.

i# Log and drop all other packetsto file /var/log/messages
# Withoutthis we could be crawlingaroundin the dark

i
i
i
i
i
H 1
iiptables-A OUTPUT -3 LOG :
iptables-A INPUT -j LOG !
iptables-A FORWARD -j LOG '
H 1
iptables-A OUTPUT -j DROP 1
i
i
i
i
i

iiptables—A INPUT -j DROP
iiptables~-A FORWARD -j DROP

Here are some examplesof the outputof thisfile:

= Firewalldeniesrepliesto DNS queries (UDP port 53) destinedto server192.168.1.102 on the home network

The trafficin all these examplesisn't destinedfor the firewal] Therefore, you shouldcheck your INPUT, OUTPUT, FORWARD and NAT related statements If the firewalls IP addressis involved thenyou shouldfocus on the INPUT and OUTPUT statements
If nothingshowsup in the logs, then follow the stepsin Chapter4, " Simple Network Troubleshooting, to determinewhetherthe data is reachingyour firewallat all and, if it is not, the locationon your networkthat could be causingthe problem
As a generalrule, you won't be ableto accessthe publicNAT IP addressesfrom servers on your homenetwork BasicNAT testingrequires you to aska friend to try to connect to your home network from the Internet

Youcan then use the loggingoutputin /var/logmessagesto makesure that the translationsare occurringcorrectlyand iptablesisn't droppingthe packetsafter translationoccurs.

iptables Won't Start

The iptablesstartupscript expectsto find the /etc/sysconfigiptablesbefore it starts If none exists then symptomsincludethe firewallstatusalwaysbeing stopped and the /etc/init d/iptablesscript runningwithoutthe typical[OK] or [FAILED] messages

If you have just installediptablesand have never applieda policy, then you will face thisproblem Unfortunately runningthe serviceiptablessavecommandbefore restartingwort help either. Youhave to create thisfile.

i
i[rootebigboy tmp] # serviceiptablesstart
i[root@bigboy tmp] #

1
i
i
| i
\[rootlbigboy tmp] # touch /etc/sysconfidiptables !
\[rootlbigboy tmp] # chmod 600 /etc/sysconfigiptables i
i
i
i
i
i
1

i[root@bigboytmp]# serviceiptablesstart
:Applyinlgiptablesfirewallrules [ OK 1]
\[rootebigboy tmp] #

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Conclusion

A firewallis a criticalpart of any establishmenthat connectsto an unprotectednetworksuch as the Internet but a firewallis never sufficient Web site securityinvolvesnot just protectionfrom corrupted packetsor maliciouslyoverwhelmingvolumesof traffig but alsoinvolvesdailydata backupsto helprecovery from device
failures regularapplicationpatching enforced passwordpolicies restrictedand monitoredphysicalaccess to your servers, reliablepower and cooling secured cabling redundanthardwarg and, probablymost importantly welltrainedand motivatedemployees Securityshouldbe viewedas anythingthat contributesto the
desiredrisk-free functioningof your site, and it is wellworth the moneyto investin and learn from a book that specializesin the topic
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